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Employer Registration

Once you, as an Employer user, have been connected and invited to the Portal from the Payroll
Professional application; you will receive an email invitation with a ‘link’ that will take you to the Portal
website to start registration. The invitation link within the email is valid for 20 days.

Emplayer Invitation

Welcome to myePayiindow

the: invitaion has 2
mani atrabar wh wil ¢

o= GONEICE your Payrall

2 new irmalation o you.

Ueaful Infarmation for reglataring an mysPaywindow:

2 computer when Erying |o activaie

Note: The text in the invitation email differs slightly between Employer users and Employee users in
that Employees are advised to have a previous payslip to hand when they go through the registration
process as they will require their NI nhumber to verify their identity (or passport humber if they don't
have an NI Number). We do not explicitly state the requirement for an NI number in the email for
security reasons and Employees who do not have an NI number should be individually pre-warned of
this registration requirement. Employer users registering will need to have prior knowledge of a
‘secret’ keyword pre-agreed with the Payroll department (see step 1 below)

The first step of registration is to verify that you are genuine. The details on this screen (see below)
need to match your details set up in the Payroll software. All fields must be entered correctly to verify
your identity and for the registration process to continue to step 2.

Note: First Name is as per the Payroll Employer or Employee record. If you have more than one name
in this field, any one of the names can be entered. For example, if you are known as ‘John James’
either John or James can be entered in the First Name entry field.
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Note: Secret key is a word you have agreed with your Payroll department, for example this could be a
pre-existing report password.

First time login

my@PayWindow
Give consent ) Set-up account

We need to verify your identity before creating your account

Email Address

First Name

Last Name

Date Of Birth

Secret Key

@ Verify your identity

Registration Step 2 — Give consent

On completing Step 1 successfully, the registration process moves to Step 2, consent. By scrolling to
the foot of the Give consent window and clicking the ‘I agree’ button, the registration process
moves to step 3.

First time login

my@PayWindow

o 2 | Give consent Set-up account

In this Privacy Policy references to we, our or us are to Star Computers Limited. References to A
the Website are to myePayWindow.com

1.  What Information we Collect i
2a Why we need it 2.4
3. What we do with your Information .
4. How long we keep it N
5. How we protect your Information 57,
6.  Your Consent N4
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This step involves you setting up your Portal username and password:

E Username — minimum 6 characters — maximum 64 characters, an email address can be
used if this more easily remembered. Password — minimum 8 characters — maximum
40, 1 upper case, 1 lower case, 1 special, 1 numeric. Note: an existing ePayslips
password can also be used.

First time login

Now complete the security details you'd like to use

ac@celestial.com

Note: A special character is a punctuation type character from your keyboard such as (!,?, %, =, *)

The password strength for any entered password is shown dynamically on screen, the password
strength indicator will only change to green and very strong, when you have entered a password
meeting the criteria.

The password will need to be entered a second time to verify it and you will not be able to register
until they match.

On clicking the Register button, the following message is displayed. You will then receive an email to
activate your user account, so the full registration process is not yet complete.

v

Thanks! Please check your email and follow the account activation link.

You must login to complete your account set-up.
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Registration Step 4 - Activate account

The final step in registration involves clicking the activation link in the email sent to you in Step 3,
and then successfully logging in to the Portal.

Warning — If the activation link is not used within 24 hours then the registration process will need to
be re-started from the link in the initial invitation email if it is within 20 days. If more than 20 days
have passed you will need to ask to be re-invited by your Payroll Department.

my@PayWindow

User Account Activation

Welcome to myePayWindow

Dear Alpha

You are aimost done!

This activation link is valid for 24 hours so don't delay.

Click here to activate your account (you must login to complete activation)

Please note. if the link has already expired please contact your Employer who
will be able to restart the registration process.

JIRIS

On clicking the activation link you will be automatically directed to the login screen on the Portal
where you must login to complete registration.

my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO COMPLETE ACCOUNT ACTIVATION
Usermname n

Password
@ Login

Forgot Password? Forgot Usemame?

JIRIS

Pavengrr

G iy

Enter the login details created during step 3 and click ‘login’, this will complete the registration
process.
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PLEASE ENSURE YOU LOGIN NOW TO COMPLETE ACCOUNT ACTIVATION

ac@celestial.com|

JIRIS Ll

.

Additional authentication — 2SA/2FA

2 forms of optional user security authentication can be used in addition to the standard
username and password:

e 2 Step authentication 2SA — Requires a user to set-up a memorable word from which
they will be required to enter 2 random characters from this word each time they
log-in to gain access to their account.

e 2 Factor Authentication 2FA — Requires a smartphone ‘Authenticator App’ (Google /
MS /Authy/andOTP are some examples) Each time a user logs-in they will
additionally need to enter a code generated by the authenticator app to gain access
to their account.

If additional authentication is not enforced, then 2SA/2FA Authentication can be optionally
enabled by individual user via the My Settings/My Account pages.

By default, additional authentication is not enabled (None). Use the drop-down selector to
choose to enforce either 2SA or 2FA. Then click ‘Save’ at the foot of the page to apply.

2 Step Authentication

If 2SA is enforced for your users, the user will be asked to create a memorable word. The
Memorable word can only contain letters and digits and be between 6 and 12 characters in
length

Clicking ‘Submit’ saves the memorable word to your user account
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& Employer Dashboard

0a0
]
& Notifications @ [ )
& Documents. % Home  Employer Settngs.
& Approvals Administration | s mes +
o
 ePayslips
—~ Wi | 0wk | Rowdeg  WErvieresCaberd = Porsis G5 Seangs
= - @ Employer Information @ Payroll Department information
« o ame. Celestial Limed Payrol Depaiment Name Star Buresy Limted
T Bs3060L g S toute 4041 ueatiRons  Brghion EasiSusems SM1 3
& Privileges
m o
—— Tadaces et acncsns ot
Tachet e Testores orzrasoaris
© Logout
Prore 01923 246414 Vebaite:
Emai ‘mlo@celestal com
‘AdwesiLre! Buiding 3, Malers Lane npons
‘Alpha Centaur v
sonirez | Addimsiied
rasvnira | Ressions
cay Crandey Park, Watford
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Couy Hertfordshire
Country Unitod Kingdom

Tren diek Save

First time memorable word

my@PayWindow

Please enter the new memorable word you would like to use

The Memorable Word must only have digits and i 12 ch ters long

Memorable Word n
The word and i word do nof match

Confirm Memorabie Word n

Once a username and password are entered a second page is displayed where the user
must enter two random characters from their memorable word.

my@PayWindow

Enter the following characters from your memorable word:

2nd: 5th :

Forgot Memorable word?

METCRAFT
JIRIS Frmm———
ATy

A message is displayed if incorrect characters are entered.
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my@PayWindow

Enter the following characters from your memorable word:

2nd: 4th -

The Information provided is incorrect, try again

Forgot Memorable word?

+IRIS

After 3 incorrect attempts the account will be locked.

my@PayWindow

Enter the following characters from your memorable word:

2nd: 4th -

Your account has been locked, click on the Forgot Memorable word link below to reset your
memorable word.

Forgot Memorable word?

METCRAFT
JIRIS A
e —,

If the account is locked the user will need to wait an hour to re-enter the 2 characters from
the memorable word or contact their Payroll department/Employer to unlock the account.

Forgot Memorable word reset during login
To reset the memorable word, click the *Forgot Memorable Word’ link

Enter your username to receive a reset link via email. The User must provide the
verification details in the email to reset the memorable word and gain access to their
account

my@PayWindow

Forgot your memorable word?

Enter your Username and we will send you a link to reset it.

UserName n
@ Submit

As 2SA has been enforced at company level the User will be unable to edit personal settings
under My Settings/ My Account.
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W Employer Dashboard

o)
(]
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@ Documents W Home . My Setings
® ePaysips My settings
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W Use 2 Step Authantication 25 part of the logan prox
o Administration teite subcmmeticaly srd you il s s ol i 8 ek il
W Privileges
& Logout

Individual User 2SA Activation

An individual can Enable 2 Step Authentication for their myePayWindow account provided
that 2SA hasn't been enforced via Administration at Employer/Payroll department Level.

From the Top-bar click on the user name and My Settings.

= Celestial Limited

=8 ® User Guide
& Notifications @ =
& Feedback
& Documents 2 Homa  Employer Dashboard O Logout
& Approvals INFORMATION FROM YOUR BUREAU
1 ePaysips COVID 19 - Please see Useful links for updated information
......

W Empioyees Pay date: 20002018
8 Statistics. NETPAY GROSS PAY. DEDUCTIONS

£ 1959628 ) 2508334 (W s487.06
i Administration
2 Priviieges =

MY COMPANY INFO Qo USEFUL LINKS Employer v myePayWindow

s Summasy o you company ormatien B ——
© Logout BS000L Bl o

01273 300715
TeLEPHONE

On the My Account tab, click the Enable 2SA button.

If the Enable 2SA/ Remove 2SA button is greyed out, 2 Step Authentication has been
enforced and users cannot change this setting.
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= Celestial Limited 4'a O Alphs Contauri-

W Employer Dashboard ...

& Notifications @

@ Documents f Home . My Setings

1 cPapalyn My settings

# Employees EMprayes  Owgamoumt  @iySemngs B Prvacy 8 Tams
B Statistics

W Use 2 Step Authe

n 25 part of he logan process
o Administration

S o o o s i 3 Bk ot
W Privileges

@ Logaut

Click the confirm button to set-up your memorable word.

Enable 25A

Are you sure you want to Enable 2 Step Authentication on your account? Click on confirm to be
directed to the login page where you will be asked to create 8 memorable word.

Confirm

Users will be next asked to enter their username & password, after which they can ‘set-up’
the memorable word. The Memorable word can only contain letters and digits and be
between 6 and 12 characters in length.

First time memorable word

my@PayWindow

Please enter the new memorable word you would like to use

| Memorable Word n

Confirm Memorable Word

If the Enable 2SA/ Remove 2SA button is greyed out, 2 Step Authentication has been
enforced and users cannot change this setting.

If 2SA is not enforced, a user can Remove 2SA from their account via My Settings/My
Account and the Remove 2SA button.
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= Celestial Limited

# Employer Dashboard ...
& Natifications @ H
@ Documents A Home . My Setings

ePay
& sPayetpe My settings
ClEE Amyrepis | OwgAssont  @uysenngs B Prussy s Tems
B Stalistics.

B Use 2 Step Authentication as part of the logon process

O AGMINISIEEON  iien you reset ether your passent, your uaerame o you memorable of S wataie ascmutcally acd you it bk tht

© Logout

Once a user has confirmed this action, they will be directed to the login page.

Remove 25A

Are you sure you want to remove 2 Step Authentication on your account? Click on confirm to
return to the login page. ou will need to enter your usemame, password and 2 characters from
your memaorable word to remove the 254 action.

Enter the Username, Password and 2 characters from your memorable word to confirm the
remove 2SA action.

my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO CONFIRM YOUR ACTION

Usemame n

Password
@ Login
Forgot Password? Forgot Username?

Forgot Memorable word reset during login
To reset the memorable word, click the ‘Forgot Memorable Word’ link

Enter your username to receive a reset link via email. The User must provide the
verification details in the email to reset the memorable word and gain access to their
account
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= Celestial Limited 4'a O AlphaContaui-

W Employer Dashbosd —
[ st
] - roayetY

@ Dacuments A Home » My Setsing:

& Natifica

I sPmpeips My settings
# Employees
B Stalistics.

o Administration

 Privileges

© Logaut

2 Factor Authentication

If 2FA is enforced for your users, the user will be asked to scan/enter a QR code,

First time Authentication

my@PayWindow

Scan the QR code or add manually your code using a
mobile authenticator:

Type the following code in your Authenticator App
GE3DKODDGAZGELJXGE

Enter the code provided by your authenticator app:

Enter the code

Ensure you have your “authenticator app” installed on your smartphone.
Scan the code or enter manually to access your account.

Note: If you are using your smartphone for first time authentication, either copy and paste
the long code or hold your finger down on the QR code. You will be asked if you wish to
open in “Authenticator”. Your chosen authenticator app will open, and you will be asked to
add the token.

The app will provide you with a code which you will need to enter to access your account.
Enter the code provided and you will access your account.

16
Payroll Professional -myePayWindow Employer User guide — V14 (U1-2021)



my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

Forgot Authenticator?

METCRAFT ™
JIRIS s

Security Avdited 2019-09-22
B Tk to Verity

If the account is locked the user will need to wait an hour to re-enter or contact their Payroll
Department/Employer to unlock the account.

Forgot Authenticator - reset during login

my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

@ Login
Forgot Authenticator?

METCRAFT ™
+IRIS i as

woww. myepaymindow.
Security Avdted 2019-09-22

— Click to Verfy

Click on forgot authenticator?

Enter your username to receive a reset link via email. The User must provide the
verification details in the email to reset the authenticator and gain access to their account
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my@PayWindow

Have you forgotten your 2FA Authentication?
Enter your Username and we will send you a link to reset it.

Username n
® Submit

If 2FA is not enforced, a user can Remove 2FA from their account via My Settings/My
Account and the Remove 2FA button.

= Celestial Limited 4 a O Alphs Contauri-

‘@ Employer Dashboard
& Notifications @) %
@ Documents W Home . My Setings
e My settings
IEE &My ey o ) vy Ancount. @ Wy Semngs & Privacy & Terms
B Stalistics
@ Resat Account Sacurtty @ Use 2 Step Authantication a5 part of the logon process
& Administration P — o bt st s Bkt i s
vy o e e e i o H - o o a1 e . o 35
w0 Privileges —
B T T T rr—
o Logout o il b skt ot memarabie word betwsen 304 12 charaie n et
- Gron stun,
- 1 o gt your i werd. Y e e o o g pacen
B Remove 252

Once a user has confirmed this action, they will be directed to the login page.

Remove 2FA

Are you sure you want to remove 2 Factor Authentication on your account? Click on confirm to
be directed to the login page where you will be asked to scan or enter a QR code to confirm the
action.

Cancel Confirm
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Enter the Username and Password
my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO CONFIRM YOUR ACTION

Simpsonl1!

Forgot Password? Forgot Usemame?

Enter the code provided from the authenticator app to confirm the removal of 2FA
my@PayWindow

Enter the code provided by your authenticator app:

‘Enter the code

METCRAFT
JIRIS e
- Click to Venfy
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Individual User 2FA Activation

An individual can Enable 2 Factor Authentication for their myePayWindow account provided
that 2SA/2FA hasn't been enforced via Administration at Employer/Payroll Department Level.

From the Top-bar click on the user name and My Settings.

= Celestial Limited

@ Employer Dashboard

000 [
=0 PO G o Guice
& Notiications @ =)
® Feedback
& Documents 2 Homa - Employer Dashboard O Logout
% Approvals. INFORMATION FROM YOUR BUREAU
& ePaysips COVID 19 - Please see Useful links for updated information
Penca: 8

W Employees Pay date: 20002019
8 Statistics NET PAY ‘GROSS PAY 'DEDUCTIONS

£ 195028 ) 2508334 (w s487.06
& Administration
o Privieges.

MY COMPANY INFO 00 USEFUL LINKS Employer v myePayWindow

e Summany o your company ot Ut ks et up o you by Sta Buses Unies
© Logout o o cton s e

Star Bureau Limited 01273 300715
= TeLEPHONE

Your Payslip

On the My Account tab, click the Enable 2SA button.

If the Enable 2SA/ Remove 2SA button is greyed out, 2 Step Authentication has been
enforced and users cannot change this setting.

Click the enable button to set-up 2FA

W Employw Dashboard

000
D
& Nethcatons @ -

@ Decunants o Hame - Wy Seeg

® WPapips A

e My settings

e &My ey in OMyMcout | @WMySuiags {8 Privacy & Tesms

& Admasha aton

W Pivieges B Reset Account Secunty B Use additional authenbcation as part of the logon process

YOUT USEMAME OF YOur Memd
miad Wi 3 Bk that wil aliow y

3 1N ANMION 10 the SIS LSEMame and

onaly ecabled below
p-Cown SeMector 10 Choose 1o

n you pext kg In, 5Can o CopyDaste the QR

app

@ ©2015 Gataxy Payrol. All rghts reserved
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Click on confirm

Enable 2FA

Are you sure you want to Enable 2 Factor Authentication on your account? Click on confirm to be
directed to the login page where you will be asked to scan or enter a QR code

Users will be next asked to enter their username & password, after which they will be asked
to scan the QR code or add manually using the authenticator app

Ensure you have your “authenticator app” installed on your smartphone.

Note: If you are using your smartphone for first time authentication, either copy and paste
the long code or hold your finger down on the QR code. You will be asked if you wish to
open in “Authenticator”. Your chosen authenticator app will open, and you will be asked to
add the token.

The app will provide you with a code which you will need to enter to access your account.
Enter the code provided and you will access your account.

First time Authentication

Scan the QR code or add manually your code using a
mobile authenticator:

Type the following code in your Authenticator App
GE3DKODDGAZGELJXGE
Enter the code provided by your authenticator app:

Enter the code provided

Enter the code provided by your authenticator app

JIRIS fercnar

=
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Using the Portal

The diagram below describes the main elements of the Portal site. The layout and options are
essentially the same for all Portal users, the main difference being the options available in the ‘Left-
menu’ and the contents of the home-dashboard page.

Show / Hide
Left Menu

Left Menu —
click items

to access I~
page

Click-able
navigation
‘breadcrumb’

Broadcast
message from
your Payroll

Your Company Name & Logo

My Company
Info

Top-bar — can be
coloured to match your
companv brandina

Logo and Quick Access
Button Bar

Q. usssuL
"

Main content
area — on login
this is the home-
dashboard page

Useful links
set up by

your Payroll
Department

Quick Access Buttons — can
be custom linked to left
menu pages

Your Name

View /
change your
personal
settings

Last run pay
widgets

Useful Links set up
by your Payroll
Department as a tile

& User guides
Change the 8

useful link

view from
ER to EE

After logging in to the Portal you will arrive at your Home-Dashboard page from where you can
access various menu options and Portal features:

B Home-Dashboard — Your home screen, provides data insights regarding your Payroll activity,
last pay run, Company info and Pension contributions for the last pay run.

B Notifications — a list of various notifications regarding your Payroll, for example payslip and
report delivery

E Documents — This area contains the reports, Macros sent to you from your Payroll
department and any documents uploaded by you (and for them).

B ePayslips — Listing of all payslips, CIS Statements, P60s, P45s and P11Ds that have been sent
to the Portal, payslips/statements for each period can be opened and viewed

E Employees — Listing of current, leaver & CIS employees. Current employees are displayed by
default and a leavers/CIS view can be switched using the Current-Leavers-CIS drop-down
selector

B Siatistics — Population Statistics — A snapshot from the last month provides graphs by month
or for a selected period

B Administration — This is the Portal Administration area for your Company and Employees for
you as the Employer

B  Privileges — This is where you can create Employee Groups based on the Analysis Groups held
in Payroll Professional, add your Employees to, create roles, set custom Privileges and assign
Employer Users.
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E My Settings — This is where your personal Portal settings can be viewed and changed. This
includes setting 2SA/2FA and enabling email notifications.

Top-bar

= Celestial Limited

The Top-bar (see above) appears at the top of the Portal screen and can be coloured to match your
company branding.

A° &? O AlphaCentauri~

The information displayed on the Top-bar from left to right is as follows:

B Burger icon— hides/shows the Left Menu

Company name - Your company hame

Notification alert icon — shows the number of new notifications
Documents alert icon — shows the number of new documents
Logged in User Name — Your name

Burger Icon and Company hame

= Celestial Limited

The Burger icon next to the company name allows you to collapse the Left Menu, allowing the main
Portal content to be maximised in the display area.

Notification and Document alert icons

.‘-ﬁ LE

The Alert icon badges show you the number of new items received for Notifications and Documents,
clicking on either of the Alert icons will allow you to see summary of the corresponding new items
and you can access them directly using the ‘View All Documents/Notifications’ link.

A° i.-z © Alpha Centaur

You have 2 new documents

& PARUMG. pdf Wed, 27/06/2018

&d PARUMG. pdf Wed, 27/06/2018
View Al Documents

Logged in User Name (you)

© Alpha Centauri~

% My Settings
@ User Guide
®, Feedback

& Logout
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By clicking your User Name, you can access the My Settings area, user guide and other options as
per the dropdown list displayed.

The Logo & Quick Access bar is located directly under the Top-bar.

When a Logo has been set (see Administration — Branding section) it will display on the left hand
side of the Logo & Quick Access bar.

| =
-] _
S ebestad Lirmbed |
Additionally, a Logo URL can set up so that when a user (Employer or Employee) clicks the Logo
image (see above) they will be redirected to the web page specified.

A Payroll Department logo can be set up to show on the base of the Employers left menu (See
Administration — Details section)

The Quick Access buttons appear on the right-hand side of the Logo & Quick Access bar. The
quick access buttons can be customised so that they link to the left menu page options as required
(see My Settings — My Settings)

Documents

o new documeris

& Home » Employees Listing » Payslips for Pippa Barnden

The Navigation breadcrumb shows the site location for the current page. You can click on the
various sections within the Navigation breadcrumb to navigate to the page required (so in the
example above by clicking ‘Employees Listing’ you will go back to the Employees Listing page)

The Left menu allows you to access the main content pages within the Portal. For Notifications and
Documents, the number of new items received is displayed in the menu in a red ‘alert badge’.
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% Employer Dashboard
& Notifications &

a Documents

Iy ePayslips

4 Employees

«f Administration

% Privileges

& Logout

The options available in the left menu vary according to your Portal User type. For example,
Employees have no access to Employees or Administration and can only see their own information.

INFORMATION FROM YOUR PAYROLL DEPARTMENT

COVID 19 - Please see Useful links for updated information

Period: 6
Pay date: 30/09/2019

NET PAY
£, 19.59.28

DEDUCTIONS TOTAL PENSION
@ Saeros |

MY COMPANY INFO % USEFUL LINKS Employer v myePayWindow Guide
Summary of your company information Useful links set up for you by Star Bureau Limited
BS30 6DL 11 1M1 COVID 19 - Support for Business
TAX DISTRICT TAX DISTRICT CODE TAX REFERENCE
Star Bureau 01273 300715
Limited TELEPHONE Payslip Example

PAYROLL DEPARTMENT

View Administration ©

©2020 Galaxy Payroll. All rights reserved.

As the name suggests the Home — Dashboard page is your site home page and is where various
‘dashboard’ content is displayed.

Broadcast Message — Your Payroll Department can set up a Broadcast message that will show on
all Employer dashboards. Employer users can set up Broadcasts for their employees by clicking on
View Administration or accessing Administration/Employee Dashboard from the left menu.
Please see the administration section for further guidance.

The Home-Dashboard is where various dashboard widgets can be displayed to show summary
information relating to your payroll

My Last Pay Run widget, this shows the breakdown for the last pay run, Period details, the Total
Pay, Deductions, Net Pay & Total Pension contributions (ER & EE) these figures are a total for all
employees paid in the period. The ePayslips can be accessed from this by clicking on the widget.
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Note: If Employer Privileges are enabled and users do not have access rights to all information the
My Last Pay Run widget will not show.

The My Company Info widget displays Employer Tax information — Tax district, Tax District code
and Tax Reference. Your Payroll Department name and telephone number if relevant. You can access
your company Administration settings by clicking on View Administration.

The Useful Links widget displays useful links that have been set up by your Payroll Department to
display on the employer dashboard. You can create Employee useful links by clicking on View
Administration or accessing Administration/Employee Dashboard from the left menu. See the
Administration section for further guidance.

= Celestial Limited 4 G O AphaCentauri-
# Employer Dashboard Py
) Notifications. Documents Employees
A& Notifications @ [ ] i oo m— o
& Documents 4 Home - Notifica
L 2R Notifications
# Employees
of Administration e
* Privieges Seac B Cunent -

& Logout [ Tille Received ¥ Type stato Due {days)
"\ Monthly D32018 payslips are ready for publishing Thu 08112018 Information Thu D811/2018 +

"\ Monthly 092018 payslips have been published Thu 08112018 Information +

The Notifications page shows various notifications that are sent to you. Notifications are a result of
actions carried out in the Payroll Professional application or actions on the Portal. You can click to
sort on the various column headings in the notification list.

To manage your notifications, you can mark them individually or collectively as ‘read’ and remove
them from the ‘current’ view by archiving them. Use the Current/Archive selector at the top right-
hand side of the notifications list to switch views.

As an Employer you receive Notifications after the following events:

E ‘'Payslips are ready for publishing — Employees cannot see Payslips yet but you can review
now in advance of the publish date

E ‘'Payslips have been published — On the day when Employees are able to access their
payslips

E ICIS Statements are ready for publishing — CIS contractors cannot see statements yet but
you can review now in advance of the publish date

E ICIS Statements have been published — On the day when CIS contractors are able to access
their statements

E ! P45s have been published— when P45s are uploaded by your Payroll Department

E ![YearYYYY] P60s have been published for [X] Employees — when P60s are uploaded for X
number of Employees by your Payroll Department

E ! P11Ds are available for [X] Employees — when P11Dss are uploaded for X number of
Employees by your Payroll Department

B Your Payroll Department has downloaded a document you have uploaded for them
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Notes:

A new Payroll report / document /Macro or group report has been sent to you by your
Payroll department — View notes attached to the document.

Your Payroll Department has deleted a document — Most likely uploaded in error or
superseded

Advance warning that a document will be deleted in 10 days — reminder to download a copy
if you want to retain a copy

AE letters have been uploaded for [X] Employees — where X is the number applicable

An Employee has declined consent to use the Portal either during or after Portal registration
An Employee Leaver Portal account will be deleted in 10 days

An Employer Leaver Portal account has been deleted

Portal terms and conditions have been updated — myePayWindow usage terms have changed
and you will need to confirm your agreement.

1In the current Portal version, these notifications are only sent to the default Employer User, you
define this user via Administration - Details

Archived notifications are automatically deleted by portal housekeeping routines 3 months after their
‘due’ date’ or the ‘received date’ when there is no notification due date.

You can choose via My Settings if you want to receive an email reminder summary for new
notifications received in the past hour.

Notifications have the following features:

Title — Description of the notification

Received date — the date the notification is received

A '‘Type’ — either Pay run data, Starters and leavers, Other, Registration, Information

A 'State’ — High (needs attention), Moderate, or Low (most are High by default)

Due date (Xd) — For documents sent by Employers, the accompanying notification will show
the pay date for which the document applies and how many days (Xd) remain between now
until this date (this will dynamically update)

Notification actions:

27

Click *+ / =" in the end column or anywhere on notification to expand or collapse view to see
‘item actions’

Mark as Read/Unread — this decrements/increments the Icon ‘badge’ © in the menu and
top bar -l and bolds/ un-bolds the entry in the listing

Archive / Un-Archive — once read a notification can be moved to the archive list

Download — for notifications that relate to documents

Payslip — view the payslips/CIS Statements

Multi-select Actions — by clicking the select tick-box ' you can select multiple notifications
and apply actions from the actions shown at the footer of the notifications listing e.g. Archive
or Mark as Read
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The Documents page shows a list of all documents that have been sent to you by your Payroll
department via Payroll Professional and any files uploaded by you for the attention of your Payroll
department. Individual reports, Macros and group reports are shown in this listing. You can click on
the column headings in the documents list to sort in ascending/descending order. You can manage
documents by marking them as ‘read’ and can permanently delete them. You can switch between the
current and deleted documents view by using the Current/deleted selector at the top right-hand
side of the documents list.

Note: Documents will only be retained for a maximum time period of 3 months from the date of
upload. After this time an automatic housekeeping routine will delete the documents. You will receive
a notification 10 days prior to deletion for each item due to be deleted so it is recommended you
download documents locally for your records. When you delete a document, it is permanently
deleted. The deleted view is a ‘reminder’ view of your deleted documents. If you accidentally delete a
document, ask your Payroll department to upload it again.

Documents have the following features:

Name — The document name

Received date — the date the document was received

Size — the file size in kilobytes

Type — usually Pay run data, Starters & Leavers, Macro, Report or Other
Status — Published, Submitted, Received or Downloaded

Submitted by — details of the user that submitted by

The status of a document sent to you by your Payroll department is initially shown as Published.
When you download a copy of the document its status updates to Downloaded. The status of the
documents you upload (see Uploading Documents section) have an initial status of Submitted, when
you upload. Your Payroll department will receive a notification that you have uploaded a file and once
they have downloaded the file the document status will update to Received. If you or another
Employer user download the document first, before the Payroll department user, the status will be
updated to Downloaded so you will know that only documents with the status of ‘Received’ have
really been received by your Payroll department.

Document actions:

Click *+ / -' or anywhere on document to expand or collapse the view to see ‘item actions’

r~ x

|.| H‘-
L]

B Mark as Read/Unread — this decrements/increments the Icon ‘badge’ ® inh the menu and
top bar 9 and bolds/un-bolds the entry in the listing

Delete — permanently deletes the document and creates an entry in the deleted view
Download — downloads a copy of the document

Show Note — View the note attached to the document

Multi-select Actions — by clicking the select tick-box ' you can select multiple documents
and apply actions from the actions on selected area at the footer of the notifications listing
e.g. Mark as Read/Unread or Delete
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= Celestial Limited

& Employer Dashboard

ce%
A Notifications @ -
@ Documents & Home » Documents Listing
& Approvals Documents
i ePayslips G Documents
R == Storage used: 174.8 KB D

@ Statietica T Home Received size Type Siatus Submitted by

of Administration |51 payroll_ist_Pay_run_Celestial Limited_M_280720.pdf Wed 15/07/2020 15:00 175KB  Pay run data Receved Alpha Centauri -

[ & ® x
& Privileges C D >

@ SPA Showing record: 1 to 1 fram 1 item(s)

Actions on

& Logout selected,

€2020 Galaxy Payroll. Al rights reserved

As an Employer user, you can upload documents to the Portal for you and your Payroll department
via the Documents page. To upload a document, use the Upload button located at the top right-
hand side of the documents listing. Documents are sent securely and encrypted while stored on the

Portal to ensure a safe end to end process.

The Upload button opens the Upload Document page from where you can specify the type of file
you wish to upload.

You must first choose the Type of data from the following options:

B Pay run data
E Starters & leavers
E Other

For Pay run data and Starters & Leavers you will need to set the Pay run Frequency relevant to the
data you are uploading.

The Pay Date field allows you to set the pay date for the data being uploaded.

By clicking Choose File, you can browse your computer and select a file for upload. Only the
following file formats are allowed:

XLSX, XLS
DOCX, DOC
PDF

XML

csv

TXT

PRCX

ZIP

JPG

PNG
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Using the ‘send notification to’ drop-down you can specify to which Payroll department user a
notification will be sent. Only change the default setting if this has been previously agreed with your
Payroll department.

Note: Your Payroll department does have the ability to choose additionally to receive an email
notification to a central mail account (i.e a specified mail account they choose) whenever you upload
a document. This will allow them to have oversight in the event your normal payroll contact is not
available.

The maximum file size that can be uploaded is 10MB.
A message will appear, and the upload button will be unavailable if the file is over 10MB

Max size 10mb
o © Cloze

Once a file has been selected click on Upload and the document will be uploaded to your documents
area. A notification is sent at the same time to the Payroll department user specified.

Upload Document

Select the type of upload and processing date.

Type of data | Pay run data -

Frequency? | Monthly -

Pay Date? 14/04/2020

Please find attached the manual as requested
Notes

Browse for the file to upload, Max size 10mb
File types allowed: XLS XLSX,DOC DOCX PDF XML, CSV,TXT,PRCX,ZIP.JPG PNG
Choose File | myePayWindow_Manual _V6 (U2-2019).pdf

For enhanced security your file is dynamically encrypted, it may take a few
moments for the page to refresh once you click upload

Send notification to

N Payroll ~

You (The Employer user) will receive a notification when the Payroll department user has downloaded
the document.

If the Payroll department deletes a document you will receive a notification to tell you.

A Notifications

e = Cumert
Title Received ¥ Type state Due (days)
PARUNS.pdf has been deleted by your payroll bureau Thu 28/06/2018  Information +

Note: The Document uploaded to the Payroll department will be renamed based on the File name,
Report, Client name and the date.

Name Receiver av Size Type Status. Submitted by

) PHDHISTAccommodation_Pay_run_Calestial Limed_M_140420:xlsx Tue 14/04/2020 11:34 9Ke  Payrun data Submitted Apha Centauri +
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ePayslips
Payslips by Period

The ePayslips left menu option displays the Payslips by period page. For each period in the list
payslips are available to either view or download for all employees that were payroll processed.

The data grid details the Pay Date and Publish Date for reference.

= Celestial Limited

% Employer Dashboard

(]
[
A Notifications ) -
& Documents 4 Home » ePayslips - Payslips by Period
= Approvals Payslips by Period
B ePayslips @ @ @
@ Employees
= Statistics LEci]
o Administration o [ co | e |
& Privileges ] Tax YeariPeriod Pay Date ¥ Publish Dats Frequency
@ SPA
® Logout o 2018 Wednesday 31st July 2018 Thuss day 261h September 2018 12 +
Shoning et 10 12 om 15 )
Click on a period in the listing to expand the entry and access the ‘View’ action:
B8 Pay Period
Tax Year/Period Pay Date ¥ Frequency
201816 Friday 28th September 2018 12 -
Click the view action for the Pay period chosen:
14 R i I i =
Friday 28th September 201
This will open a page listing of employees.
= Payslips
e
a FirstName LastName Pay Date Tax YeariPeriod Net Pay
a na na Friday 28th September 2018 20186 227384 *
a Azmat Hoddall Friday 28th September 2018 2018/6 227384 +
(m] Angela Bealey Friday 28th September 2018 201816 227384 *
a Julie LeMaire Friday 28th September 2018 20186 227384 *
a Howard Matthews Friday 28th September 2018 2018/6 227384 +

Showing record: 1 to 5 from 5 item(s)

Actions on
selected
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Click on any Employee name to access actions to either view or download payslips as required.

&* X

day 28th September 2018 Friday 28th September 2018

FAT RS

To download payslips for all employees use the check-box in the header of the first column to select
all, or selectively set the check-box against required Employees and then at the footer of the
Employees list click Actions on selected: Download

= Payslips
B

= Forename Sumame

s Howard Matthews
Julie LeMaire

7 Angela Bealey
Azmat Hoddell

7 Fippa Barnden

Showing record: 1 fo 5 from 5 itemis)

Actions on 1
selected:  Downlozad

When viewing an online payslip, you can use the Previous and Back buttons to scroll through each
employee’s payslips in the selected period. The payslip layout will display according to the template
you have set (see Administration-payslip settings)

[l Payslip Monthly 11 Fubish Date: 26022015

« Previous Next»
o)
(]
2B. Barry Rashid Celestial Limited
NI Letter & No: A AA222222A Tax Code: 11501 Pay By: Cash Date: 2810212018 Period: 11
DESCRIPTION RATE UNITS DUE AMOUNT (£) THIS YEAR (£)
Sa‘aw i
Ers NIC TP: 182.16 Ers Pension TP: 100.00
TOTAL > 2,000.00f
Ers NIC YTD: 546.48 Ers Pension YTD: 300.00

Tax 200.00
National Insurance 158.40
Pension Contribs. 40.00

398.40

Total taxable pay to date: 5,380.00
Tax District: BS30 6DL. Tax Reference: 111/1111
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Sub-contractors are set-up in Payroll as a specific type of Employee (refer to Payroll professional
help file)

The following information needs to be completed prior to inviting a sub-contractor to register and
create an account on the portal: -

B  Email address
First Name
Surname

I
I
B DOB
I

NI Number or Passport Number (If actual NI Number or Passport number is not available,

enter a chosen word in the passport number field so the Sub-Contractor can register
successfully).

Once this information has been added, the sub-contractor can be invited as per regular employees
(refer to myePayWindow user guide).

When a pay run has been completed, CIS Statements based on PASCSTAT/PSSCSTAT will
automatically be sent to the myePayWindow Open run, Secure Transfer Outbox.

If you wish to print paper CIS Statements, please run the reports prior to sending the CIS
Statements to the Portal.

To send CIS Statements to the Portal (Employer & Employee per period), go to Open run,
myePayWindow, secure transfer outbox.

m Home  Admin  Tables  Data  Run | OpenRun  Utiiies  Reporting  Help

Q Frequency: Monthly 21 0ct2018 ,g:’ E \ ((f. % % & & Q_ @ @

Period:7 Month:7 EPSMonth:7 Alarms  Download HMRC Download Pensien  Impert  Batch  Calculations Uncalculated  myePayWindow ePayslips  BACS  Full Payment  Autc Enrolment
Notifications Notifications o Input Check < o Submission ~ Dashboard

Run Details Actions

From the Outbox, you can ‘expand’ the date stamped CIS entry to see its details. In the example
below, you can see both CIS Statements and ePayslips (x) where x is the number of
statements/payslips to be sent to the Portal.
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& myePayWindow Secure Transfer [Payslips for 29 Mar 2019) o x

e e x o 0 (7J ’—| ? Publish Date | 21002019 |[ HX\G

elect All SelsctNone  Employer Notes

" Add View Delete Send vt
I
| Secure Transfer Run Date
Inbax (0) b
(
Semt .ﬁ RunlD ¥V DocumentName V Document Folder 7 To V Sent By V SentOn 7 Destmaton V Error Message 7 Transacton Type 7 AuditiD 7 PayskpNole V EelD 7 Include
-— = 23 Mar 20198 eP45
Deleted (0) = A CIS Statement (3)
Outbes (5) x 2 C1SOne Employee  §l 2 NEW CIS STATEME 2
x 2 €IS Two Employee il o NEW CIS STATEME s
x 12 CIS Four Employee il 2 NEW CIS STATEME 8
ystios (2
Y 12 Emgloyee One Emplojee il v NEW EPAYSUIP 1
x 2 Employee Two Emplojee i va NEW EPAYSUP 4

i)u-n—.

I “k = i

CIS Statements by Period

From the Payslips by Period page click the CIS Statements icon to view your CIS Statement (as
available & when uploaded by your Payroll Department)

Click icons to switch view to P60s, P11Ds, P45s or Back to Payslips by Period

For each period in the list CIS are available to either view or download for all CIS Contractors that
were payroll processed.

= Celestial Limited A" @ O AphaCentauri~

& Employer Dashboard

:.: Notifications Documents Employees
. . 6 new message(s) 1o new documents Show employees
A Notifications @ .

& Documents & Home » ePayslips - CIS Statement by Period
1 ePayeipe CIS Statement by Period
& Employees

o Administration e @ ‘G;i\

Back P60s P11Ds P4ss Payslips

& Privileges
B8 Pay Period
® Logout
B
(m] Tax Year/Period Pay Date ¥ Frequency
(m] 201817 Wednesday 31st October 2018 12 +

Showing record 1 to 1 from 1 item(s)

Click on a period in the listing to expand the entry and access the 'View’ action:

EB Pay Period
Tax Year/Period Pay Date ¥ Frequency
2018/7 Wednesday 31st October 2018 12 +

Showing record: 1 to 1 from 1 item(s)

Click the view action for the Pay period chosen:
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This will open a page listing of CIS Contractors

B cIS Statements

Forename Sumame Pay Date v Tax Year/Period Total Payable

Neil Armstrong Wednesday 31st October 2018 2018/07 96 +

Showing record: 1 to 1 from 1 item(s)

Actions on
selected

Click on any CIS Contractor name to access actions to either view or download CIS Statements
as required.

To download CIS Statements for all contractors use the check-box in the header of the first column to
select all, or selectively set the check-box against required Contractors and then at the footer of the
list click Actions on selected: Download

B (IS Statements

Forename Sumame Pay Date v Tax Year/Period Total Payable

Neil Armstrong Wednesday 31st October 2018 2018/07 96 =

When viewing an online statement, you can use the Previous and Back buttons to scroll through
each CIS Statement in the selected period.

The CIS Statement settings can be changed under the Administration menu on the left, click on the
Payslip & CIS Settings and tick CIS Statement data box to show the Pay Component data on page 2
of the statement. Click on show logo to show the logo on the CIS Statements.
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= Celestial Limited &' G O AphaCentauri
‘W Employer Dashboard
m
pmp ik | [fomimam,

& Notifications

& Documents 4 Home » Employer Settings
1 aPaysips Administration
Employees
= s A Users £ Detaits & Branding = Paysip & CIS Seltngs
o Administration
& Paysip Logo B Paysiip Data
& Privileges. Phoss sslec Ihe leyoud of the mysPayWindow parsio Ihal you woukd e 1o uss for yous smghovees, and  Now indicabe which ass stlibules shoukl be shown in the payssp.
408 1090 0wk e b
il ] " ' Show Lego o Show Company nams
® Logout
Poyelps komplole v Show Pound Sign Show Adaress.
re——
| Show Tscode Show Hoksay Pay
@ Upload image for Payslips and CIS | Show 1 Letter ‘Show Holday Days
| St turmber Stow Prev Enp

Show Dept

00 PR
... w Show Tax Reference: ‘Show Branch

| snow Pay By ‘Show Costoene
| Show Er NITE. ‘Show Fun Gross

| Show Er HivTD ‘Show Paygrase
Upicad again Delete
| Shaw Er Pension T ‘Show Annzal Salary
| Show Er PensionTD ‘Show Standant Hours

| Show Tolal Taxable PayTD

W CIS Statement Data
M indicate which data atributes shoukd be shown in the CIS Statement.
| Show Loge

| Show Pay Gompanents

52040 Satary Paysoll AL ighs resesved

The layout for page 1 of the Statement will display as below: -

Mr Meil Armstrong ...

3 Lunar Drive England BN1 32X .

Construction Industry Scheme

Sastement of payment for Month ending : Celestial Limited
M January 2019 Building 3, Hatters Lane Croxdey Park, Watford Hertfordshine United
Kingdam WO 18 8YG

Contractor's Employer's Reference Number :
111

g ™y
Subcontractor
Mams Mr Meil Armstrong
Unique Taxpayer Reference 3923055213
erification Number V1000002715
£
Gross Arnount paid (Exel WAT) (&) 0.00
Lezs cost of matenals 0.00
Amount Eable to deduction @ 20°%: 0.00
Amount deducted (B) 0.00
Amount payable (A-8) 0.00
BT Paid 0.00
Total payable 0.00
e A
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Page 2

Mr Meil Armstrong

-
Pay Component Breakdown
Labour Units Rate Due
Hours 0.00 15.00 0.00

e
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From the Payslips by Period page click the P60s or P11Ds icons to view your P60s or P11Ds by Period
(as available & when uploaded by your Payroll Department)

Click icons to switch view to P11Ds, back to Payslips by Period, P45s or CIS Statements

€ @

Back P11Ds Payslips Pd5s C1S Statements

Search for P60s by Tax Year, click column heading to sort ascending, descending, click *+ / -" or
anywhere on the entry to expand or collapse the view to open the view icon.

€« ®

Back  PfiDs  Payslips

B Tax Year

seaen H W

Tax Yoar % IR Ref

2017 1M +

Showing record: 1 to 1 from 1 ftem(s)

To view P60s for Tax year, click on the view icon for the selected Tax Year.

[ )

You can search P60s in the listing by Forename, Surname, Tax Year, Pay, Tax deducted (click column
heading to sort ascending / descending).

To ‘select all’ use the checkbox at the top of the first column, this allows a multi-select download
B =
action. Clicking =" will download P60s for Employees selected.

Click *+ / -" or anywhere on Payslip entry to expand or collapse view, to view or download

= Celestial Limited 4° @ O AlphaCentauri-
4 Employer Dashboard oas
(-]
& Notifications € [ ]
@ Documents 4 Home - ePayslips » PB0s by Tax Year » P80s for 2017
© ePayslips P&60s
4 Employses
i Adiriaietion €
Back
& Privileges
= reos
® Logout
o e Deducied
O Howws  Mamwes amme s +
o ot7rie - 2 +
[m} 017 1780 584 *
o Angela Bealey 201718 1760 +
[m} Azmat Hodded 201718 11270 1486, *
[w] Pippa +
Showing 1 06 Home
pere—re
selocied
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P60 actions for period by employee; View or Download

@ =

117200 8 WY T IO 8
FAV RN FFAVELe] FAVEFFFAvNENe]

Click on the Navigation Breadcrumb to go back to P60 listing by Employee or Tax year or (or Home
etc.)

= Celestial Limited 4 a O AlphaCentauri-
@ Employer Dashboard

) —
& Notifications @) - e

& Documents i Home . ePayslips . PG0s by Tax Year . P60 for 2017 . P60

© ePayslips OGo

& Employees
This is a printed copy of an eP60

« Agminsiration P60 End o Sear Certficate
T e e —
-

 Privileges .

e

:
& Logout [Fay and tncoma Tax details

SRR — S—

Note: P60’s should be run at the appropriate time of distribution e.g. At year end to ensure that
any leavers that left during the year are removed from the P60 upload. You are unable to delete
P60s from the secure transfer box once uploaded.

You are able to export the P60 report as a document and upload to the portal
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Note: Parts of the Payroll program may not be applicable to an Employer user unless they process
their own payroll.

The leaver tick box needs to be entered against the Employee record in Payroll Professional
in order for the Employee to be shown as a ‘leaver’ in the Portal Employees listing. This can
be via the leaver tick box or when you close the period.

To create the P45, a leave date must be entered in Payroll Professional and also a Full
Payment Submission needs to be successfully completed before the eP45 is automatically
generated and sent to the Open Run, myePayWindow, Secure transfer outbox.

From the Outbox, you can ‘expand’ a date stamped entry to see its details. In the example
below you can see eP45 (x) where x is the number of P45s to be sent to the Portal. Click
Send.

> o

PO X@ o 4
Add View Delete Send te  Sel ect B e er Notet Done
Secure Transfer RunDate |

o Type

inbox (0)

Son 4 RuniD WV v To V Sent By V SentOn v Destmabon V Error Message V Transacton Type V AuditiD V PayshipNate 7 EelD ¥ Inchude

Sent Hems

- Fun Date (1 tem)
Deleted (0) + § Employee ges (1)
Outbax (2) & oPd5 (1)
Employer Payroll Employee  § na NEW P45 0

Secure Transfer

Click on the sent items to view sent P45s and further information on name and what date
sent.

j_,‘,]'“*é X @ o D l:l Payslips from 24 Aug 2019 | HXI@
Done

Add  View Delete Send Invite SelectAll SelectNone
Secure Transfer Run Date
o Type
Inbox (0)
# RunID ¥ DocumentN 7|Docume: i Folder 7| To 7 Sent By V SentOn ¥ Destination ¥ Ervor Message
i) = Datz Changes.... & Documents. & eP45. & ePE0.
5. Deleted (11) + /% Branch data changes (1)
Outbox (3) Sl 4 ges (3)
+ gy Departmen
+ 48 Employes
= [£] Employes i
Fayrall 29%ug 2015 Employee 8 niz
Payroll 11Jen 2019 Employes @ nia
Payroll 11Jan 2019 Employee B ne
Payroll 11Jan 2019 Employee B na
Payroll 14 Jan 2019.. Employes 8 na
Payroll 09 Sep 2019.. Employee B va
Fayrall 10Sep2015. Employee 8 niz
+ (3 ePBO(3)
* B Payroll Reports (Fdf) (11)
+ 30 Aug 2013 & eP25.
+ 30 Sep 2019 & eP45.
Secure Transfe
Users

Click on delete items to view deleted P45s.

40
Payroll Professional -myePayWindow Employer User guide — V14 (U1-2021)



) myePayWindow Secure Transfer

B XO

i Add View Delete Send Invi

Secure Transfer
Inbax (C)
Sent ltems
- Deleted (13)
Outbox (0)

o v []

ite Select Al Select None

Payslips from 24 Aug 2019

BER
Done

Run Daie
o Type

# RunID v DocumentN | Document Folder /To 7| SentBy V|SentOn | Destinaion | Error Message

= Run Date : (1 item) & Documens. & cP45,
+ [£) Employes Document (8)
Employee Two Payroll 09 Sep 2019.. Employee 8 nia
+ @ Payroll Reports (Pdf) (4)

Note: If you wish to see historical items, ensure that the payslips from date box on the top

tool bar refl

@ myePayWindow Secure Transfe

g @ /| <ul
H e, L Payslips from 24 Aug 2019 [ - Hx|

{ Add View Delete Send  Invite SelectAll Select None

ects the period you require.

Secure Transfer Run Date
_Type
Inbex (0)
Sent # RunID v DocumentN | Document Folder ¥ To | Sent By V/SentOn 7| Destinaion | Error Message
rems = Run Date: {1 item) & Documents. & eP45

» Deleted (13) + [£] Employes Document (3)

Qutbex (0)

Employee Two Select date
+ B Payroll Reports (Pdf) (4) A ﬂ EE‘
’ =i
i OK Cancel  PrintFom
Select
Please enter a cut-off date that the
Payslips ( FE0s) should uplead from.
Only payslips/p6Q's generated after this.
Between 01 Jan 1901 and 23 Sep 2019
Date E082019 -
Secure Transfer
Users
« »

From the ePayslips by Period page click the P45s icons to view your P45s by Period (as available &
when uploaded by your Payroll Department)

Click icons t

€

Back

0 switch view to P11Ds, P60s, CIS Statements or Back to Payslips by Period

P11Ds Pkls CIS Statements

Payslips

Search for P45s by name or leave date, click column heading to sort ascending, descending, click *+ /
-" or anywhere on the entry to expand or collapse the view to open the view icon.
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To view P45s, click on the view icon for the selected Tax Year.

o

To ‘select all’ use the checkbox at the top of the first column, this allows a multi-select download
&

action. Clicking will download P45s for Employees selected.

eeeeeeee

2018119 Friday Tth December 2018
s
Showing record: 1to 1 from 1 item(s:

Actions on
selected:  Downloa

P45 actions for period by employee; View or Download

- -

Click on View (see below) or Download to a PDF document
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& Home » ePayslips » P45s » P45 for Pippa Bamden

= pa5

P45 Part 1A
HM Revenue Details of employee leaving work
&Customs Gopy for employee
[ e 3 -
S — o= .
TR .

=

EEE

To the employee

Click on the Navigation Breadcrumb to go back to P45 listing by Employee or Tax year or (or Home
etc.)
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The Employees option in the Left Menu opens a page showing all Employees within your company
and their status on the Portal. Click anywhere on an Employee user entry, or on the *+’ button to see
the actions available for each individual Employee — the actions available will vary depending upon
the user status. Multi-select actions are also available.

juggugepge:

A Portal user’s status (Employer User, Employee) will be one of the following.

B Unregistered — user (Payroll Department User, Employer User, Employee) not yet invited

B Invited — Invitation sent from Payroll Professional or myePayWindow no action taken by user
yet. A date & time stamp of when the user was last invited will show in the last column on
the grid.

Activating — User has received invitation and is going through registration

Activated — User has completed registration and is set up

Deactivated — User account has been Deactivated by Employer or Payroll Department
Declined — User has not given Consent, or withdrawn Consent

Locked — User has five failed login attempts, account locked for one hour. The Status will no
longer show as Locked (Red) in the datagrid. Select Reset/Unlock to see the status. Privacy
Pending — User has not yet agreed to recently updated terms of use/Privacy

For Employees with a status of Unregistered, Invited, Activating or Declined, the actions available are
as follows:

2 A @ -

For already Activated or Deactivated Employees additional actions are available to either Deactivate
or Activate.

The actions for available for each employee are:
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E ePayslips — view payslips, P60s, P11Ds, P45s for the selected Employee

E Documents — view documents that have been sent to an Employee E.g. Auto Enrolment letter

E Notifications — see the notifications sent to an Employee

E My settings — access the Employee settings (see the email address they have used for their
Portal account)

E Invite/Re-invite — Send Invitations and re-invitations for Employees not currently registered

E Deactivate-Reactivate — temporarily deny-reinstate activated Employee access to the Portal

E Reset memorable word — Send / initiate a reset memorable word email for a specific
Employee

E Reset/Unlock— Send / initiate a reset password/username email for a specific Employee and
unlock.

Reset and Unlock

[
ﬁ [ C g
Reset password Reset username

User is currently not locked (last logged in: Thu 28/05/2020 16:08)

If the user is locked out a message will show in red and an unlock action will appear. select
unlock to reactivate the user.

Reset and Unlock

"1 i &+

Unlock Reset password Reset username

Use the drop-down selector at the top right-hand side of the Employees listing to switch the
view to see Employees who have been set as ‘leavers’ or ‘CIS’ by your Payroll Department in
the Payroll software application.

8 Employees

BE e .

Access to myePayWindow, for leavers shown in this view, will remain open for 15-months
after their leave date in line with P11Ds so that Employees have sufficient time to download
their payslips and other documents. after a further 1 months their data is automatically
removed from myePayWindow. Both the Employee and the Employer will be sent
notifications 10-days in advance of the account closure and the Employer is notified when
an Employee account is finally closed.
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You can manage Employee leavers until their account removal as per ‘current’ Employees
using the actions available.

BB Employees
Current
Leavers

Search m CIS

Use the drop-down selector at the top right-hand side of the Employees listing to switch the
view to see Employees who have been set as ‘CIS’ by your Payroll department in the Payroll
software application.

=] O

] EelD EeRef FirstName: LastName #  Branch Dept €C Status Last Invite

) 8 8 Neil Amstrong [Defaull] [Defaulf] [Defaulf] -

The actions for available for CIS Contractors are:

E (IS Statement — view Statements for the selected Contractor

B Documents — view documents that have been sent to a Contractor

E Notifications — see the notifications sent to a Contractor

E My settings — access the CIS settings (see the email address they have used for their Portal
account)

E Invite/Re-invite — Send Invitations and re-invitations for CIS Contractors not currently
registered

E Deactivate-Reactivate — temporarily deny-reinstate activated CIS Contractors access to the
Portal

B Reset memorable word - Send / initiate a reset memorable word email for a specific CIS
Contractor

I Reset/Unlock— Send / initiate a reset password/username email for a specific Employee and
unlock.
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Employer users can Invite/Re-invite multiple employees. This will enable users to view missing
employee information.

From the left menu select Employees

Click on Invite/Re-invite action in the top right corner

4 Employer Dashboard

[ ]
-]
& Notifications @ -
@ Documents. A Home . Empioyees Listing
@ Approvals Employees
® cPaysips
= empioyees
 Employses
-1 ] ot
#§ Statistics.
- Aeton TUL e - o om & sem
o o B o Hew  Suwer m -
# Priviagss T e == +
@ sPa o L Dostng == +
o o  voereo | +
o =3 5
o amw Hoses .
o - +
o = *
o +
D ow  m Qow we me o = .

A pop up will appear which details the employees that are available to be invited, these will include
users that are an unregistered or invited (but not activated) on myePayWindow.

D Invite/Reinvite Employees

[ | o | convemass v/ curem v

O &0 v employseRer Firsinams Lastiame Emai - Passportiumber o8 status Last i
o w® 10 Secky vidaleton Aar2ss00 T sTR11GT0
ERE . Amanda A AAt2as12A T orotmero | [ Thu 200972018 13:40
o . Fred Graninam Aar245004 ETO - | hw 200972010 1220
o e o Azmat Hoddel = rys—, T orotmero | [ VWed 240472018 1527
o Angeta Seatey Aassssssa s stRI1ET0
ERE] B sute Lemaire niancis@ster-payrol.com s11000012 Th G180

On the top right there are two dropdowns. The first one filters the employees by All, can be Invited
or Missing information

B Invite/Reinvite Employees

(=] |

Can be invited | Curent\ v

Al
Can be invited

O  Een ~  Employee Ref FirstName. LastName Email NINumber PassportNumber DoB  Status Last vite
o . 1 Secky e asnisile simpson@ins 5o uk Ant23400A muoromen | [
R 1 Amencs e Arr22a1zA maoromero [ TTon02018 1440
o e 1 Frs [ Arr2i500A maoromero | The 20002018 1228
o e B famt [ et Asgmcesa oo | Wed 26042019 1427
o s E fngers By assssesea Tha 010111970
o e . e et stio00an2 Tha 0101370

e All - All Employees available for invite
e Can be invited — These employees have the required information to be successfully invited

e Missing information — These employees require further information to be completed before
they can be invited. This will usually be an email address, NI number or Passport number.
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BB Invite/Reinvite Employees

O EeD v Employee Ref FirstName LastName Email NINumber PassportNumber DoB  Status

=K 3 API Eight Pelevend Two JR450617A Thu 01/01/1987

Search Missing information  ~| Curent  ~

Last Invite

To Invite employees, use the boxes on the left to select individuals or tick the top box to select all

Click on Invite/Reinvite to invite these employees.

E Invite/Remnvite Employees

aE >

~  Employes Ref Firsthame LastName. Email NiNumber Passporthumber DoB  Status
16 Backy Middiaton danislle. smpson@iris.zo.uk Aat224008 Thu B1/01/1670

13 Amanda Ardron iris.co.uk AR1Z34124 Thu 61/01/1670

12 Fred Grantham danislle simpson@iris.co.uk AR124560 Thu D1/01/1670

Angela Bealey payroll.com Thu 01/01/1870

. szmat Hozeal R . muoveriero | [N
==

4 Julie LeMaire

payroll.com 811000012 Thu D1/01/1670

Can be invited ¥ Cument ~

Lastinvite

Thu 2610072018 14:40

Thu 2610912019 12:20

Wed 2410412019 14:27

Confirm that you would like to multi-invite these employees

Multi-invite User

Are you sure you want to Multi-invite these users 7
This action cannot be undone.

8 Mult-invite 9 Mo

The second dropdown allows you to filter by Current employees, Leavers or CIS.

D Invite/Reinvite Employees

- B v EmployeeRer Fisthame Lasthame = NiNumer Passporthumber DoB | Status
o 1 10 Becky Wageton sanielie smpzon@irs oo uk AAt23458A 0101870
o = 1 Amanda Averon Aarss12a maovovioro | [N
1 12 Fred Grantham AAt245004 L |
o s 6 Azmat Hosden AnceceoeA maovovtero | [
o e seaiey JUv——, 01011670
o 4 . Jute Lo stiooostz 01011870

Can be invites

v o

Cunent

Leavers
cis

Thu 2610972010 14:40

Thu 2610072018 1220

Wed 2410472018 14:27
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Statistics — Population Statistics — Employees

Please refer to the Employer Statistics Guide located on the Statistics page for further
information on the charts available. The user guide is also available on the Customer
support website.

= Celestial Limited & &' O AphaCentauri-

# Employer Dashboard

[ ]

-] e
+ Nottcaions @ - :
a Documents @) A Home . Statistics
& ePaysips Statistics

Employees
I & Popuiation Stalstcs - Employees
D Data last updated DVOCL2019 & Emploper Statistics Guige
R Th data in thesa charts i collaed monthly i arrears basad on the dte snown above.
o Administration
1. Use the @ bution fer a more detaied explanation of each chart

2. Use Me salectons Delow 1o chooss 8 SPECiic Monh of range

 Privileges 3. Fiter tha oraphs by Eranch, Cost Centrs or Depariment 1sing he sesect e crop-dowm beiow.
© Logout Selecttyps| Month v From Sep2019 | SeectFiter Al
Employee User Statistics o Employees s o Gender o

[ prme—— (g @ é
5(+0) 0(+0) 2 (40%) 3 (60%)
Starters Leavers [:] Unique Employee User Visits o

5 %) (= |~ 1

0 0

Storage used @

GB ( docs)

Document(s) exchanged ©

(+GB)

()

—
—

Statistics — Pay Data Statistics

Please refer to the Employer Statistics Guide located on the Statistics page for further
information on the charts available. The user guide is also available on the Customer
support website.

= Celestial Limited

4 Employer Dashboard ... .
[ 1L 1 e message(s)

A Notifications
=) et 4 Home . Stalistics
oA Statistics
1 oPeyslips & Population Statisics - Emplayses & Pay Data Statistics

1. Use the @ button for a mors dstailed explanaiion of sach chart.
# Employees 2 Use the sslactors below to choose a specific requancy, month or range

3. Fier the graphs by Branch, Cost Centre or Department using the select fter drop-down beiow
2 Statistics

Sekecliype Month v From  Sep2019 Froquency Al v Select Fier. Al v
< Administration
Deduction Breakdown . o Employee NI L] Employer NI L ] Employee Pension & Employer Pension @

4 Privileges

- S — 8 8)
£2147 £ 2469 £502 £1254
® Logout

Gross pay Deductions (1] Net Pay [i]
%) (=
5487 e Eoeve

€2020 Galaxy Payrol. Al ights reserved
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The Administration page provides access to the following Employer administration functions via the
‘tabs”:

E Users tab - A list of all the Employer users and their Portal status. These users can be sent
reset password or username emails as required. Whilst the deactivate action can be seen
here it has no effect as only Payroll department users can deactivate Employer users.

E Details tab - The Employer address details as held in the Payroll application, the default
Employer contact and the Payroll department contact address information.

B Branding tab — This is where you can set the Portal colour scheme for you and your
Employees and add a company Logo as required.

E Employee Dashboard tab — This is where you can customise your Employees dashboards
including creating a broadcast for all employees and setting up useful links.

E Payslip & CIS Settings — From here you can define which items to display on the online
payslip view including a payslip company logo if required. You can define what items to
display on a CIS Statement.

This tab shows the Employer-level Users connected to the Portal together with their Portal Status.

= Celestial Limited 4’ a O AphaCentauri-
% Employer Dashboard 00
..‘ Notifications Documents Employees
6 e eSS0 documents Show empioyées
A Notifications @ - e - _
@ Documents % Home > Employer Settings
ePayslips ini i

10 sPaysho Administration
% Employees
o8 Administration o Users B BRE il -
& Privileges B Users
o Logon B

[ FirstName LastName A Status Last Login

O & Aipha Centauri m Fri 28/12/2018 +

[m 8 penny Viise | crvareo | Tue 27/11/2018 +

Showing record: 1 to 2 from 2 item(s)

Click anywhere on an Employer user entry, or on the *+’ button to see the actions available for the
individual user — The actions available will vary depending upon the user status:

For Employer users with a status of Invited, Activating, the actions available are as follows:
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E Reset/Unlock — Reset Password — Send a Password reset email to an Employer User/Reset
Username — Send a Username reset email to the Employer user - also includes a last login
date and time stamp

Reset and Unlock

ﬁ [ C g

Reset password Reset username

User is currently not locked (last logged in: Thu 28/05/2020 16:08)

B Deactivate -Reactivate — To deny/reinstate access to an Employer user
E Delete — Delete user.

If a user is locked out of their account, they will no longer show as a red locked status.

b

LW e

To see if a user is locked click on

The message in red will advise if the user is locked and the unlock icon will appear.
Click on unlock to reactivate your user.

Reset and Unlock

ol il &+

Unlock Reset password Reset username

If an Employer user leaves and they have an activated Portal user account, the user cannot be
deleted but their Portal account should be deactivated.

If you attempt to deactivate the Default User, you will receive the following error message.

Error

The Default user for nofifications cannot be
deactivated/deleted.
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This tab shows:

E Employer Information - your (the Employer) company address and contact information as
held in the Payroll Professional application.

B Payroll Department information — Your Payroll department address details as held in the
Payroll application

E Default contact for notifications — Allows you to set the default contact to receive
Payslip/P60/P45/CIS Statements and P11D notifications from Payroll Department. Click in the
drop-down selector and then Save Employer details (see below)

B Default contact for notifications

Use the drop-down selector to set the employer user who will receive ‘in-portal’ notifications for payslip/PG0/P11D/AE letter and
declined consent notifications:

Employer default contact Alpha Centauri -

B Save Employer details

B Default contact for Employees — Allows you to set the default contact (email) where
employees can send queries e.g. payroll/HR inbox. By entering an email address here, the
employee will have access to an Employer contact button when they click on their username
on the top bar.
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© Neil Armstrong~

¥ My Settings
@ User Guide

. % Feedback
£ Employer

M Logout

B Enforce 2 Step Authentication for Employer & Employee Level Users — Provides additional
security for your Employer & Employee users. The user can choose to enable 2SA/2FA via
My Settings/ My account pages. Tick Enable 25A/2FA and then Save Employer details
(see below) for more information see Additional Authentication (Page 9)

B Eniforce additional authentication for Employer & Employee Level Users

2 forms of optional user security authentication can be used in addition to the standard username and password:

= 2 Step authentication 254 — Requires a user to set-up 2 memorable word from which they will be required to enter 2 random characters from this word each time
they log-in to gain access to their account.

= 2 Factor Authentication 2FA — Requires a smartpheone “Authenticator App’ {Google F M5 /Authy/andOTF are some examples ) Each time a user logs-in they will
additionally need to enter a code generated by the authenticator app to gain access to their account.

If additional authentication is not enforced, then 25A2FA Authentication can be optionally enabled by individual user via the My Sattings/My Account pages.

By default additional authentication is not enabled {Mone). Use the drop-down selector to choose to enforce either 254 or ZFA. Then click "Save' at the foot of the page
to apply.

Mone b

Enable 254
Enable ZFA

B Save Employer details
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From this page the colour of the Portal’s ‘Top-bar’ and the icons in the Notifications, Documents, and
Employee listings can be set to match with your company branding. A Logo and a Logo URL can also
be added. The Logo URL will allow a website link to be set so that when a user clicks on the Logo it
will take them to the company’s website (or another site of your choice).

= Celestial Limited 4' o ©AphaCentauriv
4 Employer Dashboard Py
Er) Notifications Documents Employees.
A& Notifications € a ooty kit o~
@ Documents 4 Home - Employer Setting
0 shaysies Administration

# Employees
©& Administration Wuses [ Detait & Branding

W& Privileges @ Company Logo @ Colour Theme

® Logout

Enter your Logo URL

Logo URL hitp./Awwwbbe. co.uk

Company Logo — drag or click in the blue area to upload a logo image to the Portal, images
cannot be larger than 500kb in size and will automatically be resized. Click upload again
to replace an existing logo image.

Colour theme — use the slider or colour pane or enter a HEX / RGB / HSL colour code.
Note: Depending on the web browser you are using; you may be able to add a browser
tool that will allow you to find out the colour code used on an existing website page
element. If you do this, you will be able to match exactly the Portal with colour of your
own website.

Logo URL - Type a URL here that can be followed when users click your logo image.

Click Save, to apply the Logo to the Portal and your chosen colour setting.

Note: If the Payroll department has selected the option to show their Payroll department Logo on
Employers left menu, the logo will show as below.
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Administration-Employee Dashboard — Broadcast Message

From this page a Broadcast Message & Useful links can be created to show on the employee
dashboard.

Navigate to Administration/Employer Dashboard.

Use the date picker below to apply an expiry date to the broadcast message. Enter the message text
(a maximum of 500 characters). Click save. This broadcast message will show immediately on all
your ‘Employee’ dashboards. Only one message can be displayed at a time. A message remains on
display until it is replaced, removed or the date expires. If you wish to remove the message you will
need to click on clear and then ‘save’ and the message will be removed from the Employee
dashboard.

= Celestial Limited 4 8 ©AphaCentauri-

W Employer Dashboard
-
=

& Notfications @

@ Documents
« Approvals Administration

® ePaysips Wusa  [oess  SEanong

# Employees. @ Broadcast

W Ussful link

& statistics

o Administration

@ Prvieges

essage New COVID19 info chack the inks

@ SPA

© Logout

(o= [oc- |
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The broadcast message will display as below on the Employee Dashboard:-

= Celestial Limited

& Employee Dashboard

& Notifications [ )

& Documents

0, oPayslips INFORMATION FROM YOUR EMPLOYER

o SPA New COVID19 info check the links

© Logout

Pay date: 300972019

GROSS PAY DEDUCTIONS . TOTAL PENSION
o)) 1,875.00 (W 54382 8] 1312
o MY PAYROLL DETAILS % USEFUL LINKS
M1 Support BR

581p for you by Celestal Limted h
it b R . -
TAX REFERENCE CEPARTMENT TAX CODE L
AA123467A BS30 6DL —— — Your Payslip
View My Sattngs © Oonment

©2020 Galaxy Payroll AN ighs reserved

‘Summary of your emoloyes payrol information

Administration-Employee Dashboard — Useful Links

Navigate to Administration/Employee Dashboard. Click on the add new link button

Useful link
1. Enter the Title of the useful link e.g. HMRC
Title e 2. Enter the URL of the website or Document
Ul e - 3. Choose whether you would like the website shown as a link or a tile on
the dashboard
Type ® Website © Document
Display ® Link O T Click on Save new link

© Savenew link

The useful link has been created on the Employee dashboard. You can create as many useful links as
you like, however we recommend that create 5-8 Useful links and two tiles on the dashboard.

= Celestial Limited

& Employee Dashboard

o)
(]
& Notifications. .

& Documents & Home . Employee Dashboard
1 ePayslips INFORMATION FROM YOUR EMPLOYER
. New COVID19 info check the links
s
© Logout Pay date: 30092019
e o e
£ 133118 1,875.00

MY PAYROLL DETAILS

‘Summary of your employes payrol information

USEFUL LINKS
QD Usent inks s6tuofor you by Cotestal Lot

M Support planations u

Tax ReFERENCE oesamTHENT

AA123457A BS30 6DL Your Paysh?
wnER T psTRCT

View My Satings ©

©2020 Galaxy Payroa. Al nghts reserves
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Below shows an example of a useful link as a tile.

= Celestial Limited 8 o O MorkDowbng-

& Employee Dashboard
205 ot
=0s P e
& Nolifications -

© Documents & Home ; Emplayee Dashboard

T INFORMATION FROM YOUR EMPLOYER
- SPA New COVID19 info check the links
Ol Period: &

Fay gate: 30092019

p— [E—
wp) 1,875.00 (wp 54382
MY PAYROLL DETAILS USEFUL LINKS Covid-19 Support for
Summary of your employee payroll information i ks 58 up for you by Celestial Limited =
1111111 Support BR C i

TAX REFERENGE CEPARTMENT TAX COOE

AA12345TA BS30 6DL

I HUMEER TAX S TRICT

Your Payslip

View by Setings ©

82020 Galaxy PayToil Al s reseevad

To delete a useful link, navigate to Administration/Employee Dashboard and click on the bin icon.
This will remove the link from the Employee dashboard.

B Useful link

Create useful links to popular websites i.e. HMRC or your pension provider to display on all Employee dashboards. Click on the Add new
link button to enter the URL of the chosen website. From the Employee dashboard the user will be able to view and access the link directly.

Add new link

@ HMNC Tax Code explanations % hitps-ifwww.gov.ukitax-codes
]ﬁl Celestial HR site % hittps:/fiwww cascadegocloud.co uk/portal/
@ Pension Advice % https:/fwww.pensionsadvisoryservice.org.ukfask-us/pension-wise
@ Benefits Portal % https:/iwww.perksatwork.com/marketplace

@ Covid-19 Support for Business [&
https:/fwww.gov.uk/government/publications/guidance-to-employers-and-businesses-about-covid-19/covid-19-support-for-busi....

From the Employer dashboard you can switch the view from your Employer Useful links (set up by
the Payroll department) and the view from the Employee useful links (set up by the employer). Use
the dropdown box to choose the view.
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= Celestial Limited 4 o © AphaCentauri-

4 Employer Dashboard

000
@ e ki
& Notifications @ [+

@ Documents 4 Home . Employer Dashboard

£ /ADpIovals INFORMATION FROM YOUR BUREAU

B ePayslips COVID 19 - Please see Useful links for updated information
Pariod: 6

- Exoyens Pay date: 30092019

8 Statistics NET PAY GROSS PAY
£ 19,5928 w)) 25083.34
o Administration

# Privileges
MY COMPANY INFO QO USEFUL LINKS mpioyer v myePayWindow

Covid-19 Support for
Business

@ SPA

© Logout BS30 6DL m 1M COVID 19 - Support for Business
TAX DISTRICT TAX DISTRICT CODE TAX REFERENCE

Star Bureau Limited 01273 300715 Your Payslip
BUREA TELEPHONE
View Adminisiration ©
s

Administration-Payslip Settings

Employer users can set the company logo to appear on the online payslip views and those details to
include on the payslip. Click Save to apply the changes.

B Payslip Template - This drop-down allows different online Payslip templates to be used.
Currently, there are 2 templates available. Template 1 is the default if this is not set. Click on
the View Layout button to see a preview of the templates.

E Payslip data - Online Payslip settings, the most frequently used options for the templates are
defaulted to display for convenience. Add/remove check marks as required.

E Upload images - Click in the logo box to upload an initial Logo to appear on Payslips views —
use ‘Upload again’ to replace with a different logo.

B (IS Statement Data — Click on Show Logo to show the logo on CIS Statements, click on show
Pay Component to show page 2 on the CIS statement.

= Celestial Limited 4 0 O AphaCentaui-

W Employer Dashboard

L Nonreasees. Docurents

®s el e R
& Notfiations @ [ )

ome ) Employer Seffings

& Documents

& Approvals

0 ePaysips

W Empioyees.

= Statstics

o Administration

& Privileges
L
© Logout
8 CIS Statement Data
Nows exicate uhech dal e butes shukd be shoun i e GIS Sutement
2020 Galasy Payrell A8 ights
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The Privileges page provides access to the following Employer functions:

B Employee Groups tab - Create New Employee Group(s) and add Employees based on
the Analysis group in Payroll Professional (Branch, Cost Centre or Department).

B Roles-privileges tab - set-up new access Role(s) with appropriate privileges

B Groups-Roles-Users tab - add the required Role(s) to each Employee Group(s) and
add the Employer Users to each Role (remove them from the Full Access Role as
required).

Employer level privileges can be set-up either by an Employer level user or alternatively, a
Payroll department level user, with the appropriate permissions, can do this on the
Employer’s behalf. Employer level privileges do not need to be used but any new Employer
users added from now onwards will need to be assigned required access permissions (see
below).

Existing Employer Users are automatically added to the default Full Access Role with full
access privileges to all Employees.

When you add a new Employer user, they will have no access until they are added to Roles
in the various Employee Groups.

= Celestial Limited

& Employer Dashboard oa®
(-] Notifications. Documents Employees.
2 new e rp—— snow
A Notifications @ [ ) message(s) empoyees

& Documents W Home » Employer Privileges
& ePaysiips Privileges

& Employees

o Administration W Emploreo Graps IR A Grops - R

@ Add-Edit Employee Groups

@ Privilsges

Click the Ad
button

1o the  All Employees group E

® Logout
ating a Employee

B Hove Employess (s at &

B5 Brighton Employees (s At @

Notes: Depending on the Role an Employer User belongs to, access to the Privileges page may be
restricted or unavailable.

You do not need to use Employer Privileges but please read this section carefully to ensure
how Privileges impact myePayWindow operation.
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From the Privileges - Employee Groups page, you can create a logical Employee group and add
Employees to it.

Note: All myePayWindow Employees are automatically added to the default All Employees group.
Employees cannot be removed from the default All Employees group, but they can be added
and exist simultaneously in as many other groups as required.

= Celestial Limited & o O AphaCentauri-

# Employer Dashboard P
(] Holifications Documents [
P’ S Eo
& Notifications @ [
@ Documents 8 Home . Employer Privilages
1 oPayslips Privileges
eges
@ Employees

& Administration WEmpioyes Groups @b Roles — Priviisges g Groups — Roles - Users

@ Add-Edit Employee Groups B How Privileges Work

# Privileges

@ Logout

B8 All Employees (Al Emplayees m

B Hove Employess (s abovs —

B3 Brighton Employees (s Ab z 8

Click the Add button at the bottom of the Employee Group listing to Add a Group (to edit or delete a
Group use the Icons per Group in the listing).

Add Employee Group

@ Add Employee Group name and description. B What is a Employee Group?

Use Employee Groups to logically group Employees together e g. geographically or by type.
Name South Employees ploy p: gically group Employ g g geograpl y Y typ

Description Employees are in the South enly

You must enter an Employee Group Name (100 Characters) and provide a description (500
Characters).

Add Employees (by analysis group) to the Employee Group(s)

Use the alpha/numeric filters or use the search box, then click the Branch, Cost Centre or Department
name(s) (to highlight in green) to add to the Employee group. You can Click the ‘Yes’ button in the
select All Data section to add All Employees to the group.

Note: When you choose ‘Select All Data’ a group entry called “All Data’ is automatically included in
the Employee Members section and not individual Employees names.

To remove individual Employees from the Group, click the waste-bin Icon in the Employee Members
section of the screen.
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When you have chosen all the Employees for this Group, Click Save to apply.

Add Employee Group

@ Add Employees

Use the alphainumeric fiters or use the search box, then click the Employee name(s) (to highlight in green) to add to this Employee group. Click the Yes button in the select All Data section to

add All Employees to the group. Click Save to apply
st anData: [ ves | YT

@ Employee Members

Employees added to this Emplayee Group. Use the delete
button to remove a Employee.

Sales (Dept) E|
Support (Dept) IE‘

EB Employees - Your current Employees

Search
© Sales (Dept) [ © Support (Dept)

[BDHLM

© Cancel Save

On the Privileges - Role—privileges page create a Role and add Privileges to it:

Notes: Existing Employer Users are automatically added to the default Full Access Role that has full
access privileges to the default All Employees group.

When you add new Employer Users, they will have no access until they are added to one or
more Roles as defined here.

You can only delete a Role if it is not added to an Employee Group.

= Celestial Limited 4 a O AphaCentauri-

& Employer Dashboard P
=85 Notifications. Documents Employees

& Notifications €@ - 2 new messageis) 70 new documents. Show empioyees

@ Documents 4 Home . Employer Privileges

;. sPeystos Privileges
W Employees
R Employse Groups

<& Administration A Roles - Privieges i Groups — Roles - Users

@ Add-Edit Roles — Privileges
@ Privileges

Click the Add button to create a new Role In the list below. In the pop-up, eater a name & description then click the Next button to

© Logout add the Privileges that balang in this Role.

Once a Role s added 1o the list use the edit icon  to amend and the delete icon 8 to delete i

& Important

Existing Employer Users are automatically added to the default Full Access Ro that has ful sccess privbeges to the dafauit All
Employees group

Whea you sdd ey Employer Users they will have no access unill they are added to one or more Roles as defined here

You can only delete a Role it is not added to Employee Group

ing and naw Employer Usars are add

jod and removed from Roles for each Employee Group via th Groups-Rolos

B8 Full Access (All Priviieg

BB Hove Full Access - No Admin-Privs (As above

B8 Brighton Full Access+Admin-No Privs (as above

Click the Add button at the bottom of the Roles listing to Add a Role (to edit or delete a role use the

Icons per Role in the listing).

You must enter a Role Name (100 Characters) and provide a description (500 Characters).
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Add Role Privileges

@ Add Role name and description. @ What is a Role?

Tip: To make it easier when adding Roles to Employee Groups and Employer Users to Reles (Groups-Roles-Users taby it

° Er ’ ) A Role defines the set of Privileges a Employer user willinherit once they are added to this Role
helps if the Role name reflects the level of Privileges available e.g. "No ePayslips access’

Role Name Read Only Access
Role Read Only Access
Description

Click next to Add Role Privileges...
Add Role Privileges

Role Privileges allow different levels of access to myePayWindow menus and the actions
available within them. All main menu item can be Allowed, or alternatively Custom access
can be used to refine access to the individual menus as required (Full Access, No Access,
Read only). For example, using the selectors on the left below, this Role can be set up
with Read only access to the Employees menu, ‘No accesses to the ePayslips,
Administration and Privileges menu. Note: setting the ePayslips menu to ‘No access’ will
override any higher level ‘Full Access’ which would otherwise allow Employees payslips to
be viewed. Therefore, in this example, a user in this role will have no access to the ePayslips
left menu, will be able to see a list of Employees but will be unable to invite/re invite or
deactivate/activate Employee accounts. Further, the ePayslips ‘action’ for an Employee will
be disabled.

Choose the access levels using the selectors below, click save to apply.

Add Role Privileges

@ Add Privileges @ What are Role Privileges?
When All menus access is Allowed all left menu options in myePayWindow and associated ‘actions' are accessible to Role Privileges allow different levels of access to myePayWindow menus and the actions available within them. A main
the Role menu item can be Allowed or alternatively Custom access can be used to further refine access (Full Access, No

Access, Read only). For example, using the selectors on the left, a Role can be set up to Allow access o the Employees
menu but with Read enly access to the Employees ‘action’ but with ‘No access' 1o the ePayslips action. Note: setiing the
ePayslips action to "o access’ will override any higher level ‘Full Access’ which would othenwise allow Employees
payslips to be viewed

With Custom privileges, left menu access can be defined per Role and also (where available) access to the ‘actions’
available per menu. Choose the access levels using the selectors below and click the save button to apply them to this
Role.

All menus Access
Employees - Menu
ePayslips - Menu

inistration - Menu  [No Access |
Privileges - Menu
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The final step is to add Roles to Employee Groups and Employer Users to the Roles as required.

Notes: An Employer User must be added to one or more Roles in each Employee Group they need
access to.

When you add a new Employer User, they will have no access until they are added to one or
more Roles in the Employee Groups.

Existing Employer Users are automatically added to the default Full Access Role for the
Default All Employees group. Remember to remove Employer Users from this Default Role as
this will override any other Role and Privileges to which they are added.

For the required Employee Group in the listing click the Add Role button.

= Celestial Limited 4 o © AlphaCentauri-

% Employer Dashboard

:.% Notiications Documents Employees
2 new mezzage(s) 10 e cocumerts ‘Show empiyess
2 Notifcations @ )

@ Documents A Home . Employer Privieges

O whoyshs Privileges

@ Employees

o8 Administration HEmployes Groups 4 Roles - Privieges 48 Groups — Roles - Usars

B Groups-Roles-Users & Impodant
@ Privileges
Ciick a Employee Group in the list bslow to view the Roles added and then cick on the Role name to
added 1o the Role

Roles for 2ach Employes Group they ne

® Logout
up uss the Add Role button to add a new Role and then uss the Add User bu
Employee Group use the Remove Role bution

wa a Employer User from tha Role

BB Group Employees - All Employ

A Role #
EH Group Employees - Hove Employess AddRole 4
B8 Group Employees - Brighton Employees AddRole+

Select the roles you would like to add to the Employee Group. Click on Add.

Add Role

Click to select the roles you would like to add to this Employee group.

@ Hove Full Access - No Admin—Privs] [0 Brighton Full Access+Admin-No Privs]
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Click on the Add User button or the Remove Role Button to delete the Role.

= Celestial Limited

4 Employer Dashboard
& Notifications @

@ Documents

0 ePayslips

& Employees.

o Adminisiration

& Privileges

® Logout

°
0%
4 Home . Employer Privilages

Privileges

W Empiogee Groups A Roles - Privieges 48 Groups - Roles - Users

B Groups-Roles-Users

Chick a Employwe Group in th list below
‘added to the Role

For sach Employse Group uss the Add Role button to 2dd a new Role and then uss the Add User button to add ane or mars
Employer Users to the Role. To remeve a Role fiom & Employee Group use the Remove Role bullon

dded and then click an 580 the Emplayer Users

In the User lising for a Role, use the delete icon B/ to emave a Emplayer User from the Role

@ Important
A Employer User musst be added to ana or mora Roles for gach Employee Group they need access to
When you add  new Employer User they will have no sccess unil they are added 1o ane or more Roles in the Employse Groups.

Existing Employer Users. are aulomatically added 1o the default Full Access. Role for the Defaul All Employees group. Remember
to t2move Employer Users from this Default Role as this will sverride any other Role and Privileges to which they are added

Group Employees - All Employees

BB Group Employees - Hove Employess

& Roles — Privileges - Hove Full Access - No Admin-Privs

oup Employees - Brighton Empi

& Roles — Privileges - Brighton Full Access+Admin-No Privs

Select the users you would like to add to the Role. Click on Add.

Add User

Click to select the Users you would like to add to this Role.

[0 Penny V\.I'ise] [0 Alpha Centauri]

Use the waste-bin icon to delete users from the role.

tial Limited

& Employer Dashboard
& Notifications @

@ Documents

0 ePayslips

& Employees

©f Adminisiration

@ Privileges

© Logout
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=

4 Home » Employer Privileges

Privileges

MEmployos Groups 4 Roles - Privieges 4 Groups - Roles - Users.

@ Groups-Roles Users.
Click a Emplayes Group in the list below o view the Roles added and then cick on the Role name o see the Employer Users
added 1o the Role

For each Employee Group use the Add Role button to add a new Role and then use the Add User button to add one or more
Employer Users to the Role. To remove a Role from  Employee Group use the Remove Role bufton

I the User kisting for a Rolo, usa the delete icon B to cemova a Emplayer User from the Role

@ Important

A Emplayer User must be added to one or more Roles for sach Employee Group they need access 1.
When you add a new Employer User they will have g access unil they are added to one or mare Roles in the Employee Groups.

Exisi Users are added o the Role for the Default Al Employses group. Remember
o temeve Employer Users from this Default Roke as ihis wil override any other Role and Privleges 10 which they are added

8 Group Employees - All Employees

8 Group Employees - Hove Employess

& Roles — Privileges - Hove Full Access - No Admin-Privs

i Ter]

ses - Brighton Emp

& Roles - Privileges - Brighton Full Access+Admin-No Privs

User Names

Panny Wisa
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Once you start using Privileges to restrict access to one or more Employee Groups it is good practice

to:

1.

Create an alternative ‘All Employees - Unrestricted’ Employee Group and add all Employees
to this by Analysis Group (not as ‘All Data).

Create an alternative ‘Employer Full Access’ Role without Administration and Privileges
access.

Add the ‘Employer Full Access’ Role to the ‘All Employees - Unrestricted’ Employee Group and
add the majority of Employer Users to this role (see 4 below).

Leave your Employer Administrator in the default Full access role and default “All Employees
Group’ and remove all other Employer Users — so your ‘Super’ or *Admin’ user retains Full
access to everything.

Step-by-step:

Step 1 — Add ‘All Employees — Unrestricted’ Employee Group.

Name

Add an Employee Group

B Add an Employee Group name and description. @ What is an Employee Group?

Description

Use Employee Groups to logically group Employees together by Analysis Group e g. Branch, Department or Cost centre.
All Employees - Unrestricted ploy ps to logically group Employ g y Analy peg p:

All Employees - Unrestricted

-]
Add an Employee Group
@ Add Employees by Analysis Groups @ Analysis Group Membership

Use the alphalnumeric fiters or use the search box, then click the Analysis Group name(s) (to highlight in green) to add to this Employes group. Click the Yes button in the select All Data
section to add All Employees to the group. Click Save to apply.

Analysis Group(s) added to this Employee Group. Use the
delete button to remove an Analysis Group.

& Employees Select All Data [Defaul] (Branch)
[Defaul] (CostCentre)
-
[Defaul] (Dept)
© [Defaul] (Branch) [ @ [Defaul] (CostCentre) [l @ Default] (Dept)
D N S
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Step 2 — Add ‘Employer Full Access’ Role-Privilege.

Add Role Privileges

B Add Role name and description.

Tip: To make it easier when adding Roles to Employee Groups and Employer Users to Roles (Groups-Roles-Users tab) it
helps if the Role name reflects the level of Privileges available e.g. 'No ePayslips access’

Role Neme Employer Full Access Role - No Administration & Privilege Access
Role Employer Full Access Role - No Administration & Privilege Access
Description

@ What is a Role?

A Role defines the set of Privileges a Employer user will inherit once they are added to this Role.

Add Role Privileges

@ Add Privileges

When All menus access is Allowed all left menu options in myeFayWindow and associated ‘actions’ are accessible 1o the Role

With Custom privileges, left menu access can be defined per Role and also (where available) access to the ‘actions’ available per
menu. Choose the access levels using the selectors helow and cick the save button o apply them to this Role.

@ What are Role Privileges?

Role Privileges allow diflerent levels of access fo myePayWindow menus and the actions available within them. A main menu item
can be Allowed or afternafively Custom access can be used to further refine access (Full Access, No Access, Read only). For
example, using the selectors on the right, a Role can be set up to Allow access to the Employees menu but with Read only access
to the Employees ‘action’ but with ‘No access' to the ePayslips action. Note: setting the ePayslips action to ‘No access’ will
override any nigher level ‘Full Access’ which would otherwise allow Employees paysiips to be viewed

All menus Access
Approvals - Menu
Employees - Menu
ePayslips - Menu
Administration - Menu
Privileges - Menu
Statistics - Menu
Document Upload

© Cancel

Save

Step 3 — Add Employer ‘Full Access Role’ to ‘All Employees Unrestricted” and Add Employer Users.

Add User

@ Penny Wiae] [ﬂ Alpha Centauri

Click to select the Users you would like to add to this Role.

© Cancel

Add

Step 4 — Remove all other Employer Users from Default All Employees Group — leave ‘Super’ User in

Default Full Access Role.
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= Celestial Limited 4’ a  © AlphaCentauri-

# Employer Dashboard

A Notifications @

@ Documents 4 Home . Employer Privileges
ePayslips ¥
(ATREE Privileges
& Employees
* e WEmployee Groups 4 Roles — Privileges  {g Groups — Roles - Users
. @ Groups Rales Users ® Important
# Privilsges
Click a Employee Group in the list below o view he Roles added and then cick on the Role name 1o see the Employer Users A Employer User must be added to ane or mare Roles for each Employee Group they need acress o
& Logout Ziso D When you 8dd & new Empleyer User they il ha

For sach Employes Group use the Add Role butlon 1a add  new Role and hen use the Add User butlon 12 add one or more
ployt P Existing Employer Users are aulomalically added 1o the
1o remove Employer Users from this Default Role a3 8

\ccess Role for the Default All Employees group. Remember
any other Role and Privileges ta which they are added

Emplayer Users to the Role. To ramave a Roke from a Employee Group use the Remove Role bution

In the User listing for a Role, use the delete icon B lo remove a Emplayer User from the Role

B8 Group Employees - All Employees m
& Roles - Privileges -FuuAm-ss A user 4
& Roles — Privileges - Employer Full Access Role - No Administration & Privilege Access

User Names Action
Penny Wise L
Alpha Centauri a8

Note: from V13 U1-2021 a Document only privilege will be available.

Note: Please remember any new Employer Users will have no privileges assigned by default so you
will need to add them to a Role for them to have access to any Employees.

Employer Privileges set from Payroll Department Level
Employer Privileges can be set through the Payroll department user.

Click on Employers, select the Employer and click on Privileges.

= Star Bureau Limited s &  ONpaymo-

<& Payroll Dashboard

& Notifications
B Employers @ Home » Employers Listing
£ Statistics Employers

o Administration £ Employers - > d
& Privileges Search EH

= SPA -
O weme Mo Englayees Contact PhoneNumber

© Logout O [ Celestial Limited 2 Apha Centauri 01923 245414 =

L ® < o E‘

O [ Heavenly Pies 10 Becky Viright 01273715300 +
O [ starBureas 6 N Payroll 01273715300 +
(=] [ supemova Campany 10 Simon Ayhvard 01273 715300 +
O [ ™e Constellation Company 19 Carl Simpson 01273 300715 +

Showing recard: 1105 from 5 Remis)

©2020 Galaxy Payroll. Allrights reserved

The Employer Privileges pages will be accessible. Follow steps 1-3 as above.
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The My Settings page contains various tabs concerning your individual Portal user settings and
details. These features will be extended in future releases:

E My Key Info
B My Account
B My Settings
B Privacy & Terms

E My Key Info — Your (The Employer) details as held in the Payroll Professional application and
your last Portal login date, the date you were invited to join the Portal and your Portal ‘role’.

Note: You are unable to edit these fields. Any Data changes required here must be made in Payroll
Professional and updated from there via Data/myePaywindow.

= Celestial Limited

w Employer Dashboard

o [I— Documents
primies' e
& Notifications € o
"

& Documents & Homo

0 oPaysips

@ Employeas

031202018 1551
11072018 15:03
cenaun

11111 Partal  Employer

01-01-1870

0BD4ETACZ101124CASEFAT

01923 222333

E Change password — On clicking this you will be logged out immediately and an email will be
sent to your registered portal email address (the address held by your Payroll department
and to which your Portal invitation was sent). The email will contain a link to reset your
password. You will be required to verify your identity so have a previous payslip to hand.

B Change username — On clicking this you will be asked to confirm your registered portal email
address (the address held by your Payroll department and to which your Portal invitation was
sent) you will then be logged out and an email will be sent to this registered portal email
address. The email will contain a link to reset your username. You will be required to verify
your identity so have your verification details to hand.

E Enable 2 Step or 2 Factor Authentication on your account — this provides additional security
for you when logging into myePayWindow. If 2SA/2FA is enforced at a company level, you
will not be able to edit the settings here.
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Click Change password or Change username, to start the reset process.

= Celestial Limited 4G O AlpraCenauri.
w Employer Dashbosrd Py
=0s p— apunt
& Natifeations @ -
a Documents Home - My Setlings

0 ePaysiips

o Employees

B Statistics

o Administration

W Priviloges

 Logout

Enable 2 Step Authentication

2 Step authentication 2SA — Requires a user to set-up a memorable word from which they
will be required to enter 2 random characters from this word each time they log-in to gain
access to their account.

Enable 25A

Are you sure you want to Enable 2 Step Authentication on your account? Click on confirm fo be
directed to the login page where you will be asked to creafe s memorable word.

Cancel Confirm

If you have 2SA Enabled, you will see a Change Memorable word button, click on this to
change your memorable word.

= Celestial Limited 4G O aowaCentauric
oealir™ ERENET
& Notfications @ [ ) s

o Documents A Home . My Settings

8 ePayips My settings

W Employees.

B Statistics
& Administration
W Privieges

© Logaut

Click on the Remove 2SA button to remove 2SA, you will no longer be prompted for 2
random words from your memorable word when you log in.
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Remove 25A

Are you sure you want to remove 2 Step Authentication on your account? Click on confirm to
return to the login page. You will need to enter your usemame, password and 2 charscters from
your memorable word to remove the 234 action.

Cancel Confirm

Note: If 2SA is enforced at a company level you will be unable to change the settings at a
personal level here.

2 Factor Authentication 2FA — Requires a smartphone ‘Authenticator App’ (Google / MS
/Authy/andOTP are some examples) Each time a user logs-in they will additionally need to
enter a code generated by the authenticator app to gain access to their account.

Enable 2FA

Are you sure you want to Enable 2 Factor Authentication on your account? Click on confirm to be
directed to the login page where you will be asked to scan or enter a QR code.

Users will be next asked to enter their username & password, after which they will be asked
to scan the QR code or add manually using the authenticator app

Ensure you have your “authenticator app” installed on your smartphone.

Note: If you are using your smartphone for first time authentication, either copy and paste
the long code or hold your finger down on the QR code. You will be asked if you wish to
open in “Authenticator”. Your chosen authenticator app will open, and you will be asked to
add the token.

The app will provide you with a code which you will need to enter to access your account.
Enter the code provided and you will access your account.
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my@PayWindow ~

Scan the QR code or add manually your code using a
mobile authenticator:

Type the following code in your Authenticator App

GE3DKODDGAZGELJXGE

Enter the code provided by your authenticator app:

Enter the code

=" L L S

Enter the code from the authenticator app

my@PayWindow

Enter the code provided by your authenticator app:

Enter the code

Forgot Authenticator?
METCRAFT
JIRIS S,

- Ok to Vel

If you have 2FA Enabled, you will see a Change 2FA button, click on this to reset 2FA

My settings

Bmyreyio | OWyAccont  @wySetings @ Privasy & Terms

® Reset Account Security @ Use additional authentication as part of the logon process
2forms of optional user security suthenticaion can be used in adaition 1o the standard username and password

When you reset either your password, your username or your memorable word you wil e Iogged out of the websita automatically and you wil be sent an email wih 3 ink that
toanter2 randem each tme they.

willsllow you to complete the.

:
B Cnange2FA

are Each tima 3 wsar logs-in they will addifonally

uthenticsior app and when you next log in, scan or copyfpaste the OR code fo ik your acoount i the app.

by the app.
process. Click on F

268 » login

©2018 Galaxy Payroll Allights raserved

Click on the Remove 2FA button to remove 2FA, you will no longer be prompted for a code
from the authenticator app when you log in.

My settings

AMyKeyio | OWyAccont | @MySetings @ Privacy & Terms

@ Reset Account Security @ Use additional authentication as part of the logon procass

When you resat either your password, your username or your memorable word you il be logged out of the website automatically and you wil be sent an email with a fnk that 2 forms of optional user securlly authaniication oan be used in addiion fo the standard usemame and password
o enter2 randem eah tme ey

e
il 2low you to campleie the reset process:

B Change password

‘acoess to their apeount,
e Each tim = user logs-in they wil additonally

= smariphone
2 generated by the authenticator app 1o gain sccess o their socount.

ticaiar 3pp and when you next log i, Sean or opylpaste the OR Gode to ik your 2ccount to the ag.

by the app
prosess. Cick on F ¥

o racve an emsi i i

o g

22018 Galaxy Payroll Al rgnis resarved
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My Settings - My Settings

= Celestial Limited

# Employer Dashboard

)
05

& Notfications @ -

& Documents 4 Home » My Seftings

@ Approvals My settings

B ePayslips &MyKeyinfs  ©MyAccount @My Setings & Privacy & Tems

mpl

& Employees B Cuick Access Buttons B Email Notifications

2 Statistics Yoiucan " ’ Use the drop-down lists below 1 ssign one of he sae's Jefmen I you want 0 recee an el summary o Paotal oticatons 680t 10 your Py Windoss account i the st 1 hovw
e t ach Quick Access Button. This can be hilglul whien using  mobile device or smaller screens. Tick the bax below and cick he ‘Sava My satings buron, Nok: il you have no new notiicaions o smad w b ssnt

o Administration Ok Acoess 1 o « Send smail natification summaries

& Privileges Quick Access 2 ~

@ SPA QuickAccess 3 -

© Logout

Save My settings

©2020 Galaey Payroll. Al rghts rssrved.

The My Settings tab allows you to personalise the Portal as follows:

B Quick Access Buttons — for easier user access via a smartphone or small tablet

Use the drop-down selectors to assign a left-menu item to Quick access button 1, 2, 3 click Save
Dashboard to save changes and apply.

Note: The Quick access buttons are for convenience when accessing the Portal on a mobile device.
(You can set your favourite menu item to the Quick access button (3) that will be closest to
your thumb on a smartphone! — see screenshot over the page)

Administration Documents Employees

Adrministration no new documernts Show employees

wil3 = 14:55 @ 81% ) 4

& myepaywindow.com ¢

= Celestial Limit.. O -
(<
el

Administration

Documents
no new documents

Employees

4 Home . Employer Dashboard

I My Last Pay Run

< b m @
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E Email Notifications — to opt to receive email notification summary to your registered Portal
account email address. From update V10 (U3-2020) this box will be ticked by default for all
new users.

Use this tick box to opt infout of to receiving an an email summary for new Notifications. An email
summary will be sent to your registered account email addrees (see My Key Info) if you have new,
unread notifications in the last 1 hour.

B Email Notifications

If you want to receive an email summary for new Portal notifications sent to your myePayWindow account in the last 1 hour .
Tick the box below and click the "Save My settings’ button. Note: if you have no new notifications no email will be sent.

+*| Send email notification summaries

Example summary email Notification:

Dear Alpha
In the last 1 hour(s) you have received the following new notifications:

1 Payslip Notification(s)

1 Leaver Notification(s)

1 Document Notification(s)

1 Administration Notification(s)

To view simply:
1. Log on to your myePayWindow account and
2. Select 'nofifications' from the left menu
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Click to
download
copy of
Privacy &
Terms

E Privacy and Terms — View/download myePayWindow terms and privacy and access Consent
option

All Portal users must provide their consent to use the site upon registration. Once you have set up
your account you can scroll this window to access a ‘Consent’ withdrawal button and click ‘I do not
agree’ button if you wish to discontinue using the site. This action will deactivate your account
immediately and your Portal status will be set to Declined. A notification will be sent to other
employer users and your Payroll department user to confirm this fact.

Any user that declines consent will need to be re-invited if they subsequently decide they want to use
the Portal.
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Re-setting Usernames and Passwords

Re-setting usernames and passwords is a fully automated process (i.e. they do not require Payroll
department or Employer user intervention although such resets can be initiated by Payroll department
or Employer users if required). The term ‘user’ applies to any Portal user i.e. Employee, Employer or
Payroll department user. Any of these ‘users’ can initiate a reset directly from the Portal login page or
once logged in to the portal via My Settings/ My Account options. Resetting Username and Passwords
require the user to have access to their registered portal email account.

Automated password reset
Step 1 — From Portal login page

From the login page the user can click on Forgot Password? To start the reset process.

my@PayWindow

Usemname u

{ Password

® Login
‘ Forgot Password? Forgol Usermname?

n S——
JIRIS A A

Sacurtsy Aot ted 3

— Sk 5 Verty

Step 2 — Request link

On clicking Forgot Password a new screen will appear requesting the user to enter the account
Username. Enter the username and click Submit

my@PayWindow

Forgotten your password?
Enter your Username and we will send you a link to reset it.

UserName u
® Submit

75
Payroll Professional -myePayWindow Employer User guide — V14 (U1-2021)



Once the username has been submitted a message appears on the screen to confirm that an email
has been sent to the registered email address for the user.

/Window

&

Thanks! We're sending you a link to reset your password

Please check your email

The user will receive an email (to their payroll registered email address) with a link to complete the
password reset. The link in the email will redirect the user to the Portal where they will be asked to
verify their account, this link is only valid for 24 hours.

Account Security Reset

Dear Alpha

We received a request to reset your account security. All you need to do to reset
your details is to click the link befow. This reset link is valid for 24 hours so don't
delay

Click here to reset your account security

Please note, if the link has already expired you will need to restart the process
again by clicking forgotten password or forgotten username again

P.S. If you have remembered your details, or didn't make the request yoursad,
you can forget this email, your account details are safe and will remain

unchanged

JIRIS

All fields must be completed correctly in order to complete the identity verification and to continue
with the reset.
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Note: The last field in verify identity screen for an Employer User will be the ‘secret word’ agreed with
your Payroll department (Not the National Insurance Number, as this is required for Employee Users)

First time login

We need to verify your identity before creating your account

After 5 failed attempts at identity verification an error message is displayed, and the process will need
to be restarted. This message will also be displayed if the reset link has expired.

You have failed the verification, you can try to reset your password again.

ACoto login

Once the user has verified identity correctly, they will be able to set a new password. The two
password entry fields must match, there is no limit on the number of attempts.

Passwords will be validated and need to meet the following complexity rules.

B 1 upper case character

1 lower case character

1 special character

1 numeric character

Contain between 8-40 characters
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Forgot your password

my@PayWindow
=

Please enter the new password you'd like to use
Password n

Confirm Password @

Step 7- Change Password confirmation

On clicking Reset the password change will be confirmed as successful and the user can continue to
the login screen by clicking Go to login

my@PayWindow
&

Password updated successfully

A Gotologin
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Automated username reset
Step 1 — From login

From the login page the user can click on Forgot Username? To start the reset process.

my@PayWindow

Username n

I Password

® Login
Forgot Password? Forgot Usemame? -

—
METCRAFT

ul pRsepitnai,
i

Step 2 — Request link

On clicking Forgot Username a new screen will appear requesting the user to enter the email address
associated with account Username. Enter the email address and click Submit.

my@PayWindow

Forgotten your username?
Enter your Email address and we will send you a link to reset it.

Email n
@ Submit

Step 2a — Email address used with multiple Employers

If an email address is used for more than one Employer, for example, when an employee works for
two employers and uses the same email address for both, a warning message will be displayed. In
such situations the Employee (or Employer or Payroll department user) will be asked to contact the
Employer directly for the employment concerned so that an email link to reset can be sent to them
(this can be done by the Employer or Payroll department from the Portal).
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my@PayWindow
L)

Sorry we can't change this now because your email address is used with more
than one employer.

Don,t worry, just contact the employer concerned directly and ask them to send
you a reset link by email. With this link you will be able to change your
username

Step 3 — Confirmation of reset

Once the email has been submitted a message appears on the screen to confirm that an email has
been sent to the registered email address for the user.

my@PayWindow
&

Thanks! We're sending you a link to reset your username

Please check your email

Step 4 — Receive reset email

The user will receive an email (to the specified payroll registered email address) with a link to
complete the username reset. The link in the email will redirect the user to the Portal where they will
be asked to verify their account, this link is only valid for 24 hours.

my@PayWindow

Account Security Reset

Dear Alpha

We received a request to reset your account securnity All you need to do to reset
your details is to click the link below. This reset link is valid for 24 hours so don't
delay.

Click here to reset your account security

Please note, if the Ink has slready expired you will nead to restan the process
23gain by clicking forgotten passw/ord or forgotten username again

P.S. If you have remembered your details, or didn't make the request yourseif,
you can forget this email, your account details are safe and will remain
unchanged

JIRIS
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All fields must be completed correctly in order to verify identity and continue with the reset.

Note: The last field in verify identity screen for an Employer User will be the ‘secret word’ agreed with
your Payroll department (Not the National Insurance Number, as this is required for Employee Users)

First time login

We need to verify your identity before creating your account

After 5 failed attempts at verifying identity the user will get a warning page and the process will need
to be restarted. This page will also be displayed if the reset link time has expired.

®

You have failed the verification, you can try to reset your username again.

A Goto login

When the user has verified identity correctly, they will be presented with a screen to enter a new

username. The Username must be at least six characters in length and Users are prompted that an
email address can be used as this may be more memorable (note: when an email address is used as
a username it may not necessarily be the same as the registered Payroll email address for the user).
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Forgot your username

my@PayWindow

Please enter the new username you'd like to use

UserName n

Step 7- Change Username confirmation

On clicking Reset the Username change will be confirmed as successful and the user can continue to
the login screen by clicking Go to login.

my@PayWindow
&

Username updated successfully

A& Goto login

Automated Memorable Word reset
Step 1 — From login page
Complete the Username & Password as normal.

my@PayWindow

Username E

I Password
® Login
Forgot Password? Forgot Username?
JIRIS et

O G orky

On the second page click on Forgot Memorable Word? To start the reset process.
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my@PayWindow

Enter the following characters from your memorable word:

1st:5th:

® Login
‘ Forgot Memorable word?

——E
METCRAFT
ot T oty
— Oxch %0 Verty

Step 2 — Request link

On clicking Forgot Memorable word? a new screen will appear requesting the user to enter the
username associated with the account. Enter the username and click Submit.

my@PayWindow

Forgot your memorable word?
Enter your Username and we will send you a link to reset it.

UserName n

@ Submit

Step 3 — Confirmation of reset

Once the username has been submitted a message appears on the screen to confirm that an email
has been sent to the registered email address for the user.

my@PayWindow

Thanks!, if you entered the valid username for your account you will shortly receive a link by email address to
reset your memorable word. If not try again.

Please check your email
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Step 4 — Receive reset email

The user will receive an email (to the specified payroll registered email address) with a link to
complete the memorable word reset. The link in the email will redirect the user to the Portal where
they will be asked to verify their account, this link is only valid for 24 hours.

Step 5 — Verify identity

All fields must be completed correctly in order to verify identity and continue with the reset.

Forgot your memorable word

my@PayWindow

We need to verify your identity before changing your memorable word

Email Address
First Name

Last Name

Date Of Birth

@ Verify your identity

Step 5a — Verification failure

After 5 failed attempts at verifying identity the user will get a warning page and the process will need
to be restarted. This page will also be displayed if the reset link time has expired.

my@PayWindow

®

You have failed the verification, you can try to reset your memorable word again.
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Step 6 — Enter new memorable word

When the user has verified identity correctly, they will be presented with a screen to enter a new
memorable word. The memorable word must be at least 6 — 12 characters in length.

my@PayWindow

First time memorable word

Please enter the new memorable word you would like to use

The Memaahle Word must only have characters, digits and maximum 12 characters long
Memorable Word

The memorable word and confirmatfion memeorable word do nof match.
Confirm Memorabie Word

Automated 2FA reset
Step 1 — From login page

Enter username and password
my@PayWindow

Enter the code provided by your authenticator app:
. Enter the code

@ Login
‘ - S

MeTCRAFT
JIRIS A
— S 1o Verty
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Step 2 — Request link

On clicking Forgot Authenticator? a new screen will appear requesting the user to enter the username
associated with the account. Enter the username and click Submit.

my@PayWindow

Have you forgotten your 2FA Authentication?
Enter your Username and we will send you a link to reset it.

Usermname n

® Submit

Step 3 — Confirmation of reset

Once the username has been submitted a message appears on the screen to confirm that an email
has been sent to the registered email address for the user.

my@PayWindow
@

Thanksl If you entered the valid username for your account you will shortly receive a link by email
address to reset your 2FA. If not try again.

Please check your email

Step 4 — Receive reset email

The user will receive an email (to the specified payroll registered email address) with a link to
complete the 2FA reset. The link in the email will redirect the user to the Portal where they will be
asked to verify their account, this link is only valid for 24 hours.
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Step 5 — Verify identity

All fields must be completed correctly in order to verify identity and continue with the reset.

my@PayWindow

1 Verify identity Reset 2fa

Forgot your 2fa

We need to verify your identity before changing your 2fa

[Email Address

First Name

Last Name

Date Of Birth

® Verify your identity

Step 6 — Reset 2FA

When the user has verified identity correctly, they will be presented with a screen to scan or enter a
code.

Forgot your 2fa

my@PayWindow

2 | Reset 2fa

Scan the QR code or add manually your code using a
mobile authenficator:

Type the following code in your Authenticator App
GBRDGYLCGE4GMLJQME
Verify the code provided by your authenticator app:

Code
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myePayWindow maintenance

From time to time myePayWindow will require maintenance updates which are normally conducted
outside normal business hours. During periods of maintenance the myePayWindow website will be
taken out of service. If a user tries to access the website directly through a web browser the following
message page will be displayed:

my@PayWindow

myePayWindow is currently undergoing maintenance.

We expect to be back online shortly. Thanks for your patience.
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